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ABSTRAKT

V této praci je navrzen model aplikace pro systém fizeni krevni banky. Prace zacina
teoretickou Casti, ktera obsahuje informace o internetu, webovych strankdch a zadkladnich
technologiich pouZivanych pro tvorbu webovych stranek. V jedné kapitole jsou také
rozebrany moznosti zabezpeCeni webovych stranek. V analytické casti jsou zobrazeny a
popsany UML diagramy. Poté je uvedena cast s HTML prototypem webu, s prezentaci
frontendu a struénym popisem ukazky kdédu. HTML prototyp a UML diagramy jsou také

uloZeny v elektronické piiloze. Na zavér jsou prezentovany a diskutovany vysledky prace.

Klicova slova: krevni banka, ndvrh, HTML prototyp, model, UML

ABSTRACT

In this thesis, model of application for blood bank management system is designed. The
thesis starts with the theoretical part which contains information about Internet, websites,
and basic technologies used for web design. Website security options are also discussed in
one chapter. In the analysis part, UML diagrams are shown and described. The section with
the website HTML prototype follows with frontend presentation and the brief description of
a code sample. The HTML prototype and UML diagrams are also stored in the electronic

attachment. Finally, results of the thesis are presented and discussed.

Keywords: blood bank, design, HTML prototype, model, UML
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INTRODUCTION

Implementing efficient, reliable, and user-friendly systems is essential for saving lives and
improving health outcomes in the critical healthcare domain, specifically within blood bank
management. This thesis focuses on developing an advanced Blood Bank Management Sys-
tem designed to streamline the processes of blood donation, storage, and distribution pro-
cesses. By leveraging the latest technology, this project aims to address the challenges faced
by current blood bank operations, including inventory management, donor records, and

blood matching.

A comprehensive literature review forms the bedrock of this thesis, synthesising existing
research, practices, and technological advancements in blood bank management. This re-
view highlights the gaps and opportunities within the current frameworks, setting the stage

for the proposed system's contribution to the field.

The technology stack selected for this project is chosen for its robustness, scalability, and
compatibility with healthcare applications. The system will be developed using HTMLS and
CSS3 for the front end to ensure an intuitive user interface. Due to its reliability in handling
complex databases, MSSQL will be employed for data management. An in-depth analysis
of these technologies will provide insight into their selection and how they inte-grate to build

a cohesive and efficient management system.

Understanding and defining the system requirements is a pivotal phase of this project, in-
volving meticulous analysis to ensure the Blood Bank Management System meets the spe-
cific needs of donors, recipients, and administrators. This section will detail the functional,
non-functional, and technical requirements, providing a blueprint for the development pro-

cess and ensuring the system's effectiveness and efficiency.

Creating an HTML prototype presents a practical visualisation of the proposed system, of-
fering an early look at its functionality and user interface. The development process of this
prototype, from conceptual design to its interactive functionalities, will be extensively doc-
umented. This prototype serves as a proof of concept and a platform for early user feed-back

and usability testing.

Lastly, the HTML prototype's user controls and interaction mechanisms will be elaborated
upon. This section will dissect the design choices and functionalities provided to the sys-

tem's users, ensuring the navigation and operations within the system are intuitive and meet
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the high standards required for medical applications. The effectiveness of these controls will
be evaluated against established usability criteria, ensuring the final system is both practical

and user-friendly.

In sum, this thesis aims to contribute to the healthcare management field by delivering a
Blood Bank Management System. Through detailed research, technology application, and
user-centered design, this project seeks to enhance the efficiency and reliability of blood

bank operations, ultimately supporting better health outcomes.
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I. THEORY
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1.1 Existing blood management solutions

The world of the internet is big, and organizations and business are racing to create their
perfect product, there are already exists blood management solutions. But of course, each

has it is own pros and cons.

1.1.1 WellSky blood bank software

WellSky Blood Bank Software is a comprehensive solution designed to enhance the safety
and efficiency of blood bank operations. When talking about the pros of such software the
software performs more than 60 built-in automated safety checks at critical times throughout

the process, ensuring the highest level of safety and accuracy in blood management.

But it also has its cons, the software might be complex to use due to its intense amount of

features it has, this might lead to bad user experience. !

1.1.2 Ezovion Healthcare’s Blood bank management system

Ezovion Healthcare provides a Blood Bank Management System that is intended to mod-
ernize and streamline the operations of blood banks. This system is part of their larger suite
of hospital management solutions, which aims to improve patient care, increase productivity,
and ensure cost control through digitalization. The program replaces traditional paperwork
with a full digital solution that oversees all elements of blood bank operations, such as donor
registration, blood stock management, blood collection, and request management. However,
all of these benefits that are considered as pros of the software, Ezovion can be extremely
complex, and might need special training for the staff. The software is highly expensive from

both sides software and hardware.?

1.2 HTML

HTML, short, for Hypertext Markup Language is an textual markup language that has been
carefully designed to structure and organize information within an HTML document. This
specialized code acts as a link between a web server and a users web browser providing

instructions on how to display the various elements of a web page including text, images,

! Blood Bank Software | WellSky

2 Blood Bank Management System | Ezovion Healthcare


https://wellsky.com/blood-bank-software/
https://ezovion.com/practice-management/blood-bank-management-system/
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multimedia components and more. HTML serves as the foundation of the World Wide Web
playing a role in organizing and presenting web content. It functions as a blueprint that
guides browsers in creating appealing and coherent representations of content. This ensures
that the content appears exactly as intended by web designers or content creators. To defin-
itively identify a file as HTML it must strictly adhere to rules regarding syntax, file format
and naming conventions. These rules and standards are crucial for achieving compatibility
across web browsers and platforms. They enable users to reliably access and interact with
web content. Creating a website using HTML is accessible, to both beginners and experi-
enced web developers. It involves the process of inserting HTML tags into a text document.
These tags act as markers that give meaning to parts of the content. These tags, often appear-
ing as keywords enclosed in angle brackets help convey the structure and organization of the
content. Once the HTML document is complete it can be easily published online allowing

people, from over the world to access the information it contains instantly.

In terms HTML is the core language that empowers the internet by enabling the creation of
a range of websites. It provides a way to organize and communicate information, in form
making it possible to build anything from basic personal web pages to intricate and interac-

tive web applications. [1][2][3][4][5]

1.2.1 HTML Tags

HTML tags play a role, in crafting and organizing web content. They provide control over
text formatting, allowing for options such as bold, italics and underlining. HTML tags also
enable the creation of lists, headings, paragraphs and the incorporation of links and images.
Developers can effortlessly design tables for tabular data create forms and divide content
into sections or containers using <div> tags. Additionally HTML allows for comments,
within the code to aid developers. When combined with CSS HTML extends its styling ca-
pabilities by separating structure (HTML) from presentation (CSS) making it possible to

achieve customized webpage layouts. [6]

1.2.2 HTML Attributes

Attributes are elements of HTML tags that can be included in the opening tag of an element.
These attributes, such, as "style " "id," and "class," provide context and functionality to the
element. For example the "style" attribute allows for inline styling, which means you can

specify properties like colors and fonts within the tag. The "id" and "class" attributes play
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roles in selecting and manipulating elements with JavaScriptmaking it easier to create inter-
actions and make modifications, on webpages. Attributes enhance the versatility of HTML
elements by enabling them to convey not content but instructions and behavior ultimately

improving the interactivity and aesthetics of webpages. [6]

1.2.3 HTML Elements

HTML elements serve as the building blocks of web documents. They consist of tags, char-
acters, content and closing tags. While most elements have both an opening tag and a closing
tag there are ones, like the "<img>" tag used for adding images that are considered elements
as they don't require a closing tag. It's important to understand that although tags and HTML
components have similarities they are not exactly the thing. An HTML element encompasses
not the tags. Also includes the content enclosed between the opening and closing tags. This
combination forms an unit that defines the structure and functionality of an element, on a

webpage.

1.2.4 In Generals

HTML elements consist of tags and attributes. Tags are used to indicate the start. In cases
the end of an element defining its boundaries. These tags provide instructions, to web brows-
ers on how to display the content within them. Certain elements, such as the <img> tag do
not require closing tags since they are self-contained. Attributes on the hand are properties
or settings applied to elements and are only placed within the opening tags. Attributes offer
information or instructions for the element’s behavior. This distinction between tags and
attributes is crucial, in HTML as it allows web developers to define both the structure and

behavior of web content resulting in visually appealing webpages. [6]

1.2.5 Semantic HTML

Semantic HTML is a practice, in web development that involves using tags to describe the
function and meaning of content. Of using tags like <div> and <span> it's preferable to use
semantically descriptive tags such as <header>, <nav>, <main>, <section> <footer> and
<article>. This approach improves the clarity and organization of the webpages structure
making it easier for both developers and search engines to understand. When search engines
encounter content marked up with HTML it becomes simpler for them to index. Categorize

the information on the page ultimately improving its SEO ranking.
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Not does a website benefit from SEO when using semantic HTML tags but it also enhances
the overall quality of the web experience. By using tags with purpose and structure develop-
ers provide valuable information about the content. This increased clarity makes websites

more flexible, adaptable and easier to maintain or style.

Importantly semantic HTML plays a role in accessibility for users who rely on assistive
technologies like screen readers. The descriptive nature of these tags allows screen readers

to provide an representation of the contents meaning and context to users, with disabilities.

Ensuring inclusivity, in web content is essential to reach an audience and adhere to the stand-
ards, in web development. These standards prioritize both user friendliness and visibility on

search engines. [7]

1.2.6 HTML Structure

HTML, also known as Hypertext Markup Language utilizes a hierarchy that consists of ele-
ments and tags to construct web documents. At its core an HTML document starts with a
declaration called Document Type Declaration (<IDOCTYPE>) followed by an <html> el-
ement. This <html> element contains the <head> section which holds metadata like charac-ter
encoding and page title and the <body> section where visible content such, as text, im-ages
and links are placed. The structure and meaning of the document are defined by ele-ments
and tags, within it allowing for nesting to organize elements within one another. De-velopers
use HTML comments (<! >) for notes or remarks. This hierarchical arrangement ensures

rendering and functionality of web content. [§]

1.2.7 Head

The HTML <head> tag acts as a storage container, for information about a webpage, includ-
ing metadata, titles, links to resources, like stylesheets and JavaScript files and other non
visible elements. On the contrary the <header> element is used within the content of a web-
site to provide contextual information that may appear at the top of a section or page. This
can include headings, logos or navigation menus. Unlike the <head> tag, which is typically
placed within the <html> element and only appears once in a document the <header> ele-
ment can be used times within a webpages content to structure and present various headers

or introductory content throughout the site. [8]
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1.2.8 Body

The <body> tag is a HTML element that typically contains all the content, on a website.
Within the <body> components like headings (<hl>, <h2>, etc.) paragraphs (<p>) images
(<img>) links (<a>) lists (<ul>, <ol>) and more are represented by HTML tags. These tags
provide instructions to the web browser on how to display and render each component. They
allow the browser to format and present the content to users based on the HTML structure,
styling and any additional CSS (Cascading Style Sheets) rules that may be applied. By or-
ganizing content, into HTML elements it ensures that the webpages content is well structured

and visually presented. [8]

1.2.9 Advantages of HTML

HTML or Hypertext Markup Language plays a role, in website development due to compel-

ling reasons:

e FEasy to Learn; HTML is known for its simplicity making it accessible even for be-
ginners. Its straightforward syntax is easy to understand. The fact that its not case
further simplifies the learning process.

e User Friendly; HTML stands out as one of the user programming languages for
creating websites. Websites built with HTML tend to load and have a organized
structure, which not only improves user experience but also contributes signifi-
cantly to search engine optimization (SEO).

e Cost effective; One of the standout features of HTML is that it's completely free to
use and doesn't require any plugins or paid software. This cost effectiveness makes
it an attractive choice for businesses looking to create websites without incurring
expenses.

e Browser Compatibility; HTML enjoys widespread support across various web
browsers, including popular ones like Google Chrome, Safari and Opera. This
broad compatibility simplifies the task of optimizing web pages based on HTML
to ensure accurate display, across browsers.

e Lightweight and FastHTML code is known for its nature making it easy to down-
load and resulting in speedy webpage loading times. This feature holds value, for
businesses aiming to deliver quick loading pages that save bandwidth and ensure
an user experience.

1.3 CSS

CSS, also known as Cascading Style Sheets is a powerful design language that enhances the

visual presentation of web pages. It provides designers and developers, with the ability to
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customize text attributes such as color, font style and spacing. With CSS you can fine tune
layouts incorporate background images or colors create designs that work well on devices,
control element positioning, add transitions and animations. This level of customization is
crucial for aligning with branding and user experience objectives. Moreover CSS promotes
browser compatibility and code modularity while allowing for easy reusability. It is a tool,

for improving the appeal and functionality of websites.[10]

1.3.1 CSS Selectors

CSS selectors are tools, in web development that allow us to apply styles to elements on our
web pages. With a wide range of selectors available we can precisely target the elements we
want to style and ensure they receive the desired treatment. Selectors consist of a combina-
tion of words and instructions that tell the web browser which HTML elements to identify
and how to assign CSS attributes to them. This attention to detail gives designers control
over the appearance and layout of their web content resulting in high quality designs and an

improved user experience, on websites. 11]

1.3.2 Selector list

A CSS selector list is a tool that allows you to apply the style rule to multiple elements or
groups of elements, with just one declaration. By separating selectors with commas you can
efficiently consolidate styles for HTML elements making your CSS code more concise and
easier to manage. This approach is especially useful when you want to maintain styling
across elements that have similar characteristics as it reduces the need for repetitive code

and simplifies the process of updating and maintaining styles, on your website.11]

1.3.3 Types of Selectors

In CSS, various types of selectors are available to target distinct elements or sets of elements

on a web page

e CSS Selectors for Classes: These selectors target HTML elements with a specific class
attribute. They are denoted by a dot (.) followed by the classname (e.g., .my-class).

e CSS Selectors for IDs: ID selectors target a single HTML element with a unique identi-
fier. They are indicated by a hash (#) followed by the ID name (e.g., #my-id).

e (SS Selectors for Elements: Element selectors target HTML elements directly. They use
the element's name (e.g., p for paragraphs, hl for headings) and apply styles to all in-
stances of that element type on the page.
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o Attribute selectorsin CSS offer the capability to target elements based on their attributes
or attribute values. For example, all links with a specific href attribute can be selected
using a selector such as “a[href="https://example.com"]".

e CSS Selector for Pseudo-class: Pseudo-classes target elements based on their state or
position. Common examples include :hover (for mouse hover), :focus (when an element
is in focus), and :nth-child (for selecting specific children of an element).

e (SS Selectors for Global: Global selectors apply styles to all elements on a webpage.
The asterisk (*) is used as a wildcard to target everything (e.g., * { property: value; }).
[12]

1.4 Grid vs Flexbox

Grid and Flexbox are strong CSS techniques that enable distinctive customization in current
web design. Flexbox lets developers design a grid layout flexibility, whereas Grid lets them
create complicated, responsive solutions that are straight-forward to manage. These two
tools offer unparalleled control over website design and enable the rapid creation of beautiful
designs. Developers love them because they make layouts look good and work well, Flexbox
and Grid create beautiful, responsive user experiences. Both techniques have advantages and
operate differently. Grid creates column-based layouts rapidly, whereas Flexbox lets ele-

ments be moved across the page.

The CSS Grid module offers features for layout in a two-dimensional space, making it pos-
sible for items to be positioned both vertically and horizontally. On the other-er side, CSS
Flexbox offers versatility by enabling components to be arranged along a single axis in either
a horizontal or a vertical direction. This can be done both in the vertical and horizontal man-

ners.

CSS Grid & CSS Flexbox are popular approaches to align web page elements. CSS Grid is
preferable for two-dimensional layouts and CSS Flexbox for one-dimensional designs.
Flexbox employs margins, but CSS Grid uses numerical co-ordinates, this simplifies

Flexbox element size adjustments.

Flexbox and Grid equally benefit item management. Flexbox makes manipulating element
size, position, and page order easy. Yet, a grid enables more exact two-dimensional element
placement and structured layouts utilizing numerical co-ordinates. CSS Grid or CSS Flexbox

is deter-mined by the task and desired effect. [13]
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1.5 CSS Box Model

The CSS box model is a foundational concept in web design that encompasses several es-
sential components, including the content area, padding, border, and margin, which together
surround and define the layout and design of elements in CSS. This model plays a crucial
role in creating and customizing the arrangement of various web page components. Accord-
ing to the CSS box model, each element is visually represented as a rectangular prism, with
the content area at its core, surrounded by padding, a border, and an optional margin. This
model allows designers and developers to control spacing, sizing, and positioning of ele-

ments, contributing to the overall structure and aesthetics of web pages. [14]

1.5.1 Block and Inline Boxes

In CSS, there are two primary categories of boxes: Block Boxes and Inline Boxes. The type
of box, whether it's a block or inline box, determines its behavior in terms of page flow and
its interaction with other boxes on a webpage. Block boxes typically create a new block
formatting context, stacking vertically on the page and forcing subsequent content to appear
below them. They are commonly used for structural elements like divs, paragraphs, head-
ings, and lists. Inline boxes, on the other hand, do not break the flow and are used for ele-
ments that appear within a line of text, such as links or spans. Both the interior and exterior
of these boxes can be utilized to display content, giving web developers flexibility in pre-

senting information on webpages. [14]

1.5.2 Margin

In CSS, every box has an invisible gap surrounding it known as the margin, which influences
the spacing between the box and other elements on the webpage. Margins can be assigned
both positive and negative values, allowing for precise control over the positioning of the
box in relation to neighboring elements. When a box is set to have a negative margin along
one side, it may overlap with other elements on the page, potentially altering the layout.
Importantly, It's worth noting that after determining the dimensions of the displayed box, the
margin is consistently included in the box's overall dimensions, regardless of whether the
conventional or alternative box model is being used. This consistent inclusion ensures that
the margin's impact on the box's placement and spacing is always considered during the

rendering of web content. [14]
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1.5.3 Padding

Padding is an essential component of the CSS box model, situated between the border and
the content area. It serves to create space between the content and the border, essentially
pushing the content area further away from the border. Unlike margins, padding cannot have
a negative value; it always adds space rather than reducing it. An important aspect to note is
that any background appliedto an element will be visible beneath the padding, meaning that
the background extends through the content area and padding, contributing to the overall

visual appearance and design of the element. [14]

1.5.4 Borders

In the CSS box model, the border is positioned between the margin and the padding of the
box. When the default box model is employed, the dimensions of the box, encompassing the
content, padding, and border, are all taken into consideration in the calculations of the ele-
ment's width and height. As a consequence, the dimensions of the content box are expanded
by an amount equivalent to the measurement of the border. It should be noted that a portion

of the available height and width within the element box is absorbed by the border.

In contrast, when the alternative box model is opted for, where borders are included within
the box dimensions, the size of the borders directly influences the dimensions of the content
box. This can result in a smaller content box, as the border utilizes some of the available
space. A clear understanding of and choice between these box models is crucial for achieving

precise control over the layout and sizing of elements in CSS. [14]

1.6 Responsive Web Design

Responsive web design (RWD) stands as a design methodology with a primary focus on
ensuring that a website adeptly adjusts and responds to user interactions and their device's
characteristics, encompassing factors like screen resolution, platform, and orientation. RWD
relies on a spectrum of adaptable design techniques, including flexible grids, responsive
graphics, and strategic deployment of CSS media queries. The central objective of RWD
revolves around the creation of web pages that consistently offer a user-friendly and fully
functional experience, regardless of the screen size or resolution employed by website visi-
tors. In essence, RWD represents an approach to web design that places paramount im-
portance on delivering optimal user experiences across diverse devices and screen configu-

rations. [15]
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1.7 JavaScript

JavaScript, a versatile programming language, plays a pivotal role in enhancing interactivity
and dynamic functionality within applications and webpages. What sets JavaScript apart is
its ability to execute directly in web browsers, rather than relying solely on server-side pro-
cessing. Alongside Hypertext Markup Language (HTML) and Cascading Style Sheets
(CSS), JavaScriptranks among the most extensively utilized coding languages on the World
Wide Web. It serves as an integral component of the front-end development stack for the
majority of websites and online applications, enabling seamless integration of interactivity
and user experience enhancements through the harmonious interaction of JavaScript, CSS,

and HTML. [16]

1.7.1 Libraries vs Frameworks in JavaScript

JavaScript libraries are invaluable collections of pre-written code modules that developers
can access and utilize to efficiently perform commonly recurring tasks. By allowing pro-
grammers to reuse code that has been previously created, libraries significantly reduce the
time and effort required in software development. In essence, libraries serve as handy tools
that streamline coding processes. On the other hand, frameworks encompass a broader spec-
trum of functionality compared to libraries. They offer a comprehensive toolkit that equips
developers with the essentials needed to kickstart a project. In contrast, a library may spe-
cialize in specific code snippets for particular website features. Notable examples of JavaS-
cript libraries include jQuery and React, while well-known JavaScript frameworks encom-
pass Vue.js, Node.js, and Angular, all of which are widely adopted for diverse web devel-
opment tasks. [17]

1.8 Server-side Programming

Server-side programming 1is a critical aspect of web development that deals with handling
client requests originating from web browsers and delivering appropriate responses. This
approach empowers developers to create fast, scalable web applications, seamlessly inte-
grate with databases, construct APIs (Application Programming Interfaces), and facilitate
real-time communication between clients and servers. A prominent example illustrating the
significance of server-side programming is Facebook's newsfeed feature. In a platform as

vast as Facebook, creating and serving millions of static pages for every story, post, and
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status update would be highly inefficient. Instead, Facebook employs server-side program-
ming to dynamically update both CSS (Cascading Style Sheets) and HTML templates by
leveraging JavaScript. This dynamic approach ensures that users receive real-time updates
and a personalized experience while conserving server resources and optimizing perfor-
mance. By utilizing server-side programming, Facebook efficiently manages the immense

flow of content and interactions within its platform. [16]

1.9 JavaScript Impact on Site Performance

Incorporating JavaScriptinto a website's components can have an impact on its performance.
However, the benefits of using JavaScript judiciously and sparingly can outweigh the poten-
tial drawbacks to performance. Typically, a page's performance tends to decrease in relation
to the amount of code and scripts it contains. Each JavaScript script encountered by a user's
browser must be downloaded, parsed, and executed in the order specified in the HTML.
Additionally, elements like image carousels and embedded videos can contribute to longer
page loading times. Complex themes and plugins can also have a notable impact on the

website's performance.

The primary thread, responsible for parsing and executing JavaScript, functions as a queue
of tasks that must be completed sequentially. When there's an excessive number of JavaS-
cript tasks running on this main thread, it can potentially slow down the loading of other
content or images. If essential components, such as the website's content, take an unaccepta-
ble amount of time to load, it can negatively affect the user experience, leading users to leave
the page. This, in turn, can have consequences for search engine optimization efforts, website
traffic, and ultimately the business's success. Additionally, it's crucial to consider that not all
users have access to high-performance devicesand fast internet connections, leading to var-

ying webpage loading times among users.[18]

1.10 JavaScript Debugging Techniques

The internet provides access to a wide range of debugging tools that can be chosen to align
with the selected development methodology. Major libraries and frameworks often offer
publicly available debugging practices and tools tailored to their ecosystems. These re-
sources play a crucial role in diagnosing and resolving issues, ensuring the seamless opera-
tion of software applications and websites. Developers can utilize these resources to simplify

the debugging process and improve the quality and reliability of code.
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1.10.1 Bugs

Bugs in software programs are essentially flaws that lead to unintended behaviors or results.
These issues often arise when a specific part of the system fails to meet its intended require-
ments or expectations. Software programs operate based on predefined rules and conditions,
and if these conditions are not satisfied, the program may produce unexpected outcomes.
Additionally, bugs can occur due to conceptual or syntactic errors in the source code itself.
For example, in the JavaScript programming language, an open curly bracket must be fol-
lowed by a closing curly bracket to properly indicate the end of a code block. Failure to
include the closing bracket can result in a syntax error and potentially yield different results
than intended. This scenario is exemplified when a missing closing curly bracket leads to an
application displaying an error code in the terminal. Debugging is the process of identifying

and resolving such issues to ensure the software behaves as expected. [19]

1.10.2 Debugging

Debugging is the process of identifying and resolving issues in a computer program, enhanc-

ing its functionality, and ensuring future reliability. Even if a program is well-structured in
terms of syntax and logic, unexpected behaviors can still occur. These issues may arise due to
incorrect dependencies, setup, or settings, rather than errors within the code itself. To
address and rectify such problems, debugging skills are crucial. For instance, consider a sce-
nario where a well-written code fails to produce the expected outcome because the JavaS-
cript file isn't correctly linked to the file required by the browser to display the desired result.
In such cases, debugging plays a pivotal role in troubleshooting and resolving the issue,

ultimately improving the program's performance and reliability..[19]

1.11 JavaScript Functions

In JavaScript, functions hold a fundamental role as they encapsulate action logic. A function
can be thought of as a procedure that executes to perform a task or produce an outcome.
However, for itto qualify as a function, it must take input and provide a result. For example,
a function designed to calculate a value should accept input and return the calculated result.
Essentially, a function comprises a set of statements that carry out a specific operation. By
repeatedly invoking the same function in a program, code duplication can be avoided, a

practice referred to as modular coding. These functions are purpose-built for specific tasks,
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allowing for the division of larger programs into more manageable functional units. Func-

tions can either be included as part of the system or created by users. [20]

1.12 Advantages of JavaScript

JavaScript, being primarily executed within the client's browser, generally boasts impressive
speed. It operates efficiently without significant slowdowns caused by interactions with a
back-end server, unless external resources are required. Notably, JavaScript doesn't necessi-
tate compilation prior to execution; it seamlessly works across major browsers and is com-
piled just in time. Its syntax, originally inspired by Java, remains straightforward and easily
accessible for learners. JavaScript's growing popularity as a backend language is attributed to
its frequent usage and the rising prominence of Node.js. There is a wealth of resources
available for learning JavaScript, with an increasing number of JavaScript projects on plat-
forms like Stack Overflow and GitHub. This trend is expected to persist. Unlike some other
programming languages, JavaScript can be employed on virtually any website. Its versatility
extends to integration with languages such as PHP and Perl. As a client-side language, Ja-
vaScript lightens the load on servers, and in certain cases, a server may not even be required
for running simple applications. JavaScript's capabilities, including the addition of compo-
nents like sliders and functionality like drag-and-drop, prove valuable for websites featuring
intricate interfaces. Developers enhance website utility by incorporating JavaScript snippets
that allow for flexible plug-ins. Node.js servers offer various ways to run JavaScript, ena-
bling the creation of complete applications using Express for Node.js setup, a document

database like MongoDB, and JavaScript for front-end user interactions. [21]

1.13 Bootstrap

Bootstrap acts as a front-end programming framework that may be used for free and is open
source. It can be used to create web pages and web apps. Bootstrap is a set of syntax that is
used for the design of templates. Its primary purpose is to facilitate the responsive building
of mobile-first websites, furthermore Bootstrap is a framework that offers the fundamentals
for developing responsive websites; therefore, all that is required of developers is to put the
code into a pre-defined grid structure. HTML, CSS, and JavaScript are the three primary
building blocks of the Bootstrap system. While building websites, web developers that use
Bootstrap can do so much more quickly because they don't have to spend as much time

thinking about fundamental commands and functions. [22]
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1.13.1 Why Use Bootstrap

Bootstrap simplifies the process of website, web app, or mobile app development, especially
when faced with tight deadlines. It provides pre-made blocks that can be easily customized,
eliminating the need to start from scratch, and offers pre-designed themes and templates.
While many users rely on these resources, enhancing a website or app's uniqueness in a

competitive field can be achieved by adding creative touches.

Bootstrap's foundation lies inits grid layout, which seamlessly adapts to various screen sizes,
particularly important for mobile devices. A clutter-free front-end design is crucial for main-
taining visitor trust. Bootstrap's "Mobile-First" grid approach divides screens into 12 col-
umns, ensuring adaptability across different screen sizes. It supports mobile-friendly front-

end development, allowing tailored element visibility based on the device.

Bootstrap's CSS exhibits flexibility, rendering it valuable in situations with time constraints
or limitations in custom CSS. Bootstrap's themes are open to customization, allowing for the
refinement of web projects by eliminating unnecessary plugins and components. Variable
values provide added options for template customization, and Bootstrap maintains compati-

bility with contemporary browsers and systems, while ceasing support for outdated ones.

As an open-source platform, Bootstrap provides customization freedom and continues to
evolve with contributions from the developer community. The official Bootstrap website,
along with other resources, offers extensive front-end development support, providing clear

instructions and editable layouts and themes.

1.13.2 Advantages of Bootstrap

Responsive web design (RWD) offers a multitude of advantages that streamline the web
development process and enhance user experiences across various devices and projects.

These advantages include:

e Reusability: RWD principles allow for the avoidance of redundant code and design ele-
ments across multiple projects, promoting code efficiency and consistency.

e Browser Compatibility: RWD techniques are compatible with various web browsers,
ensuring that websites function correctly and look appealing across different browser
platforms.

e Adaptive Design: RWD enables designs that fluidly adapt to diverse screen sizes, em-
powering users to access content seamlessly and control what is displayed or hidden on
their devices.
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e Consistency: When working with multiple development teams on different projects,
RWD ensures design coherence and consistency, aligning branding and user experi-
ences effectively.

Prototype Development: RWD facilitates the rapid creation of working prototypes, acceler-

ating the development cycle and allowing for quick testing and refinement of website designs
and functionalities. [24]

1.13.3 Bootstrap Container

Bootstrap's foundational component for structuring content is known as a "container." In
Bootstrap, web pages' content is enclosed within containers, which serve as essential struc-
tural elements crucial to the framework's layout system. These containers are responsible for
organizing and aligning the content they contain, adjusting it in accordance with the viewport
size or the device being used. The "container" classis the key to defining these containers in
Bootstrap. Essentially, the container class determines the width of the layout to accommo-
date the content effectively. Within these containers, various elements and content are then

inserted, allowing for a well-structured and responsive web page layout. [25]

1.13.4 Bootstrap Grid System

A grid is a foundational framework utilized in graphic design, usually on a two-dimensional
plane, composed of intersecting straight lines, both vertically and horizontally. Grids are
employed to streamline the organized presentation of data, finding extensive use in print
design for establishing structured layouts and content arrangements. In web design, the in-
tegration of HTML and CSS offers an efficient and time-saving approach for achieving con-
sistent layouts. Bootstrap's Grid System, for instance, provides up to 12 columns that span
across a web page, offering flexibility to utilize them individually or combine them into a
single, larger column. This grid-based approach enhances web design's structural integrity

and responsiveness. [26]
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2 SECURITY OPTIONS FOR WEB APPLICATION

Over three-quarters of the whole cybercrime, by most accounts, is directed at applications
and their weaknesses. Web application firewalls (WAFs), multi-factor authentication (MFA)
for users, using, protecting, and validating cookies to maintain user state and privacy status,
and various methods of validating user input to ensure it is not malicious priorto processing
are all examples of how web application security products and policies work to protect ap-

plications. [27]

The process of locating, testing, possibly setting up, and setting up software patches (also
known as updates) on computers is referred to as patch management, a software patch is
typically a component of code that is tailored to address any faults or vulnerabilities that are
already present in the operating system, add new functionality, or increase the product's se-
curity, in general, the process of software patch management consists of checking devices in
the system for patches that are missing, testing the patches on a test set of devices, and de-
livering the fixes either manually or automatically using patch management software. It is
essential to do a check and produce reports once software patches are released and installed

to ensure an excellent level of patch compliance throughout the network. [29]

A web application firewall, often known as a WAF, filters and monitors the HTTP traffic

that moves among a website's app and the Internet to assist in the protection of online appli-
cations. Most of the time, it defends online applications against threats like cross-site forged
documents, cross-site scripting (also known as XSS), file diversity, and SQL injections,
amongst others. A WAF is a defense that operates at protocol layer 7 (in the framework of
OSI), and it is not intended to protect against all different kinds of attacks. This technique of
combating attacks is typically implemented as part of a larger set of tools that, when used in
conjunction with one another, produces an all-encompassing defense against a variety of

attack vectors. [30]

On a website or in a web application, the process of handling several messages and inquiries
from a single user or entity is referred to as "session management." During these interactions,
information about the user will be transmitted back and forth between the web server and
the web browser, as well as stored in the browser and even processed by it. For this reason,
itis necessary for any web app to effectively manage sessions and provide adequate security.

[31]
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The concept of the least privilege, often known as POLP, is a principle in security for com-
puters that restricts the access permissions of users to only those things that are necessary
for them to perform their duties. Users are only granted authorization to read, write, or exe-

cute those files and resources that are essential to the completion of their tasks. [32]

In the field of security, the two terms of authorization and authentication are now the most
common terms employed. They may share a similar sound, but they are not even quite com-
parable to one another. The purpose of authentication is to verify the identity of a person,
while the objective of authorization is to grant authority to a user to access a certain resource.

Authentication 1is contrasted with authorization. [33]

When doing validation checks, the data entered by the user is compared to a predetermined
list of criteria to ensure that the user is, in fact, entering the correct information. If the vali-
dation process is unsuccessful, the submission must be rejected. This is critical not only from
the privacy aspect, but also from the perspective of maintaining the consistency and integrity
of the data, given that data is typically used across a range of different systems and applica-

tions. [34]

The practice of deleting or replacing data that has been provided is referred to as sanitization.
In the process of working with data, sanitization is typically a further process that is com-
pleted after the appropriate checks for validation are made. This is done to increase the data's

safety. [34]

Cross-site scripting, often known as XSS, is a weakness in web security that enables attack-

ers to break into any interactions individuals have with an application that is insecure. This
vulnerability is also known as cross-site scripting. It gives an attacker the ability to get
around the identical origin policy, that is meant to keep distinct websites apart from one
another. Cross-site scripting vulnerabilities allow an attacker to normally pose as a target
user, carry out any operations that the user's browser can perform, and gain access to any of
the user's data. This is because the vulnerability allows an attacker to impersonate the user.
If the victim user of the application has exclusive accessibility within the application, then
the attacker may be able to obtain complete control of all the functionality and data contained

within the application. [35]

Cross-site request forgery, commonly abbreviated as CSRF, is a web security flaw that ena-
bles an attacker to trick users into carrying out actions that they did not want to carry out.

Another name for this flaw is clickjacking. It gives an attacker the ability to partially get
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around the identical origin policy, that is intended to stop multiple websites from interacting

with one another in any way they can. [36]

Server-Side Validation is carried out on the server, which is also where the application is
stored and retrieved from. This approval is carried out to protect the application from the
customer, who may try to circumvent the approval that is carried out from the customer's
perspective and cause harm to the application. Because of this, customers typically attempt

to proceed despite the client's side permission, which is carried out using JavaScript. [37]

System logs, specifically Logging and Monitoring, serve the purpose of providing essential
information that aids in understanding and identifying issues before they escalate into net-
work threats. Typically, software is responsible for collecting data that reveals activities oc-
curring within the network. This data serves as a valuable source of insights. However, if the
pertinent information is buried amidst a deluge of other data, it renders these collections of
data meaningless. A reliable security logging and monitoring system can enable an organi-

zation to achieve a variety of crucial cybersecurity objectives. [38]

2.1 Importance of Web Application Security

The root cause of security flaws in online applications lies in the vulnerability of sensitive
information, such as user credentials or financial transactions, making it a prime target for
hackers. Ensuring the security of web applications is crucial for safeguarding data during
both transmission and storage on servers. Even a seemingly minor data breach can have

significant repercussions for a company's reputation and financial standing.

Today's customers are more tech-savvy than ever, emphasizing the importance of strength-
ening web application security to prevent breaches that could impact a brand's integrity.
Even novice users possess a basic understanding of encryption and other essential web app
security measures. A trustworthy web application is one that users confidently recommend
to others. Enhancing web app security extends beyond code cleanup; it also enhances a pub-lic
image, as positive word-of-mouth resulting from robust security practices holds great

value.

Hackers exploiting application vulnerabilities can severely impact revenue, making online
application security the most critical factor in enhancing financial performance. Direct fi-

nancial losses can occur when attackers gain access to financial data. Additionally, there are
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indirect financial consequences of operating an insecure online service, including users seek-
ing alternatives if an app appears insecure. As new web app security threats emerge, the
importance of safeguarding web app data will continue to rise, potentially leading to legal
actions from customers and users following a significant security incident involving mishan-

dled data. [28]

2.2 Web Application Firewalls (WAF)

Web application security encompasses various approaches designed to mitigate specific
risks and safeguard web applications from a range of threats. One such approach involves
the use of Web Application Firewalls (WAFs), which function as protective barriers. WAFs
continuously monitor and filter user traffic, providing defense against numerous types of
attacks. By configuring WAFs with policies to distinguish between safe and unsafe traffic,
they can effectively thwart suspicious communication attempts, ensuring unauthorized ac-
cess is denied and unauthorized data leakage is prevented. In addition to WAFs, web appli-
cation security measures include user authentication, which verifies the identity of users,
application vulnerability scanning to identify and rectify potential weaknesses, cookies man-
agement for safeguarding user data, data visibility to monitor and protect sensitive infor-
mation, and IP denylists to block access from known malicious IP addresses. Collectively,
these security measures contribute to the comprehensive protection of web applications

against a wide array of threats and vulnerabilities. [27]
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3 DESIGN OF A BLOOD BANK SYSTEM

In this chapter, the design of a blood bank system is proposed. First, requirement model is
presented. After that, use case diagram is described. A Class diagram was created based on
the requirements and the use case diagram. At the end, a sequence diagram of one-use case

is shown.

3.1 Requirement Models

Donors may be added to the database by authorized users. The various blood types will be
monitored and controlled by the system. The blood bank manager is responsible for keeping
track of donors, blood types, and blood bag supplies. User accounts may be created, edited,
and deleted with the use of the system's features. Blood requests on behalf of hospitals and
other healthcare facilities may be submitted by authorized users. Users will be able to gen-
erate a wide range of reports on blood bank operations with the use of this technology. These
functional criteria highlight the key features and capabilities of the Blood Bank Management
System. Donors may be added to the database by authorized users. The various blood types
will be monitored and controlled by the system. The blood bank manager is responsible for
keeping track of donors, blood types, and blood bag supplies. User accounts may be created,
edited, and deleted with the use of the system's features. On behalf of hospitals and other
healthcare organizations, authorized users will be able to submit blood requests via the sys-
tem. Users will be able to generate a wide range of reports on blood bank operations with
the use of this technology. These functional criteria highlight the key features and capabili-
ties of the Blood Bank Management System. The system can process large amounts of data
quickly and respond to human input. Important processes including enrolling donors, ob-
taining blood inventory, and processing blood requests should have acceptable response
times. The system's graphical user interface is clean and straightforward. Clear and concise
instructions or tooltips are provided to aid users in completing tasks. Users have access to a
dependable system within the designated working hours. Unexpected system failures, such
as network interruptions or power outages, may be mitigated using these measures as shown

in Figure 1.
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Figure 1 Requirement Model

The donor management aspect plays a pivotal role in ensuring the availability of a steady
supply of blood units. The requirement model, specifically focusing on donor management,
comprises a set of essential functionalities. These functionalities include "FREQO1- Donor
Management," which forms the overarching category, and sub-functions such as
"FREQO1 01 Add Donor," "FREQO1 02 Search Donor," "FREQO1 03 Update Donor,"
"FREQO1-04 View Donor," and "FREQO1-05 Delete Donor." Each of these components
contributes significantly to the efficiency and effectiveness of the Blood Bank Management
System, enabling the seamless addition, retrieval, modification, viewing, and removal of
donor information. This requirement model plays a crucial role when designing the applica-
tion, ensuring that the critical donor management processes are integrated seamlessly, ulti-
mately contributing to the success of the blood bank's operations and its ability to save lives

as shown in Figure 2.
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Figure 2 Donor Management Requirement Model

This model encompasses a set of functional requirements, starting with 'FREQO2 - Blood
Type' as the foundational requirement, establishing the core need for blood type handling
within the system. Subsequently, 'FREQO02 01 - Add Blood Type' allows for the incorpora-
tion of new blood types, 'FREQ02 02 - Search Blood Type' facilitates precise retrieval,
'FREQO2 03 - Update Blood Type' enables authorized modifications, 'FREQO02 04 - View
Blood Type' provides transparency in displaying information, and 'FREQO02 05 - Delete
Blood Type' ensures the removal of obsolete records. Collectively, these requirements form
the backbone of the Blood Bank Management System, guaranteeing accurate blood type
records, efficient data handling, and transparent operations, thereby enhancing the overall

effectiveness and reliability of the blood bank's functioning as observed in Figure 3.
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Figure 3 Blood Type Requirement Model

The focus lies on addressing the specific requirements of the Blood Bank Manager, denoted
as 'FREQO3' in the requirement model. The Blood Bank Manager plays a pivotal role in
ensuring the smooth operation of the blood bank, where every action taken can have critical
implications for patients in need. The 'FREQO03' requirement model encompasses a set of
essential functionalities that empower the Blood Bank Manager to efficiently manage blood
bags within the system.

These functionalities include 'FREQO03 01: Add Blood Bag,' allowing the manager to input
new blood donations into the database. 'FREQO3 02: View Blood Bag' enables the manager
to access vital information about available blood bags swiftly. 'FREQO03 03: Update Blood
Bag' permits necessary modifications to blood bag records when required. 'FREQO03 04:

Search Blood Bag' equips the manager with a powerful search tool to quickly locate specific
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blood bags among a potentially vast inventory. Lastly, 'FREQO03 05: Delete Blood Bag' pro-

vides the capability to remove outdated or unusable blood bags from the system.

These functionalities are not only central to the daily operations of a blood bank but also
contribute significantly to maintaining the safety, integrity, and efficiency of the blood in-
ventory. In this thesis, we will delve deeper into the design and implementation of these
features within our Blood Bank Management Application, emphasizing their critical role in
enabling the Blood Bank Manager to fulfill their responsibilities effectively and, ultimately,
save lives through the efficient management of this invaluable resource as shown in Figure

4.

blood bag
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blood bag
FREQO3-03 Update
FREQO3- Blood blood bag
bank manager
FREQD3-04 Search
blood bag

‘ FREQD3-05 Delete
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blood bag

Figure 4 Blood Bank Manager Requirement Model
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An essential component is the User Management Requirement Model, which plays a pivotal
role in ensuring the security, accessibility, and efficient operation of the application. This

model encompasses various user-centric functionalities, as outlined in the requirements.

Firstly, the 'FREQO04 01 registration' requirement highlights the need for a robust user reg-
istration process, which is vital for onboarding donors, recipients, and authorized personnel
into the system. This ensures that the application maintains an accurate and up-to-date user

database.

Secondly, the 'FREQO04 02 login' requirement emphasizes the significance of secure user
authentication, allowing registered users to access the system securely while safeguarding

sensitive medical and personal information.

The 'FREQ04 03 password reset' requirement addresses the need for a user-friendly mech-

anism to reset passwords, enhancing user convenience and security.

Lastly, the 'FREQO04 04 role-based access control' requirement introduces a crucial element
of role management. This functionality ensures that users have access only to the features

and data pertinent to their roles, maintaining data integrity and system security.

Collectively, the User Management Requirement Model lays the foundation for a Blood
Bank Management System that is user-centric, secure, and tailored to the specific roles and
responsibilities within a blood bank facility. This model's successful implementation will
contribute significantly to the overall efficiency and effectiveness of the application as ob-

served in Figure 5.



TBU in Zlin, Faculty of Applied Informatics 37

Registration

/ FREQ04-2 Login
FRECQOS4- User
management
FREQDE-3
Pass=word reset

‘ FREQ04-4 Role

[ FREQO4-1

based access
control

Figure 5 User Management Requirement Model

Another pivotal requirements identified is the 'FREQOS5 - Blood Request' module. This re-
quirement encompasses several critical sub-modules, each playing a vital role in the efficient

functioning of the system.

Firstly, 'FREQO5 01 - Create Request' allows authorized users, such as medical profession-
als or hospital staff, to initiate a blood request seamlessly. This feature ensures a streamlined

process for generating requests, reducing delays in accessing life-saving blood products.

Secondly, 'FREQO5 02 - Verify Recipient Eligibility' is a crucial component that verifies
the eligibility of the recipient to receive the requested blood type. This verification process
ensures that the right blood type is matched with the recipient, promoting patient safety and

adherence to medical protocols.
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Lastly, 'FREQO5_03 - Record Insurance' plays a pivotal role in maintaining a comprehensive
patient database by recording insurance-related information. This data capture not only sim-
plifies administrative processes but also facilitates potential reimbursement procedures for

the healthcare institution.

The 'FREQOS - Blood Request' requirement model, with its associated sub-modules, under-
scores the system's commitment to enhancing the overall efficiency, accuracy, and patient-
centric approach of the Blood Bank Management System. It ensures that the process of re-
questing, verifying, and documenting blood requests is not only streamlined but also aligned

with the highest standards of healthcare and patient safety.6 as illustrated in Figure 6.

FREQD5-01 Create
request

FREQD5-02 Verify
FREQO5- Blood recipient eligibility

request

FREQO5-03 Record
Issuance

Figure 6 Blood Request Requirement Model

This model encompasses several essential reporting functionalities, identified as FREQO6.
These functionalities include FREQO6 01 Donor Report, FREQO06 02 Blood Inventory Re-
port, FREQO6 03 Blood Donation Report, and FREQ06 04 Blood Request Report. Each of
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these reporting elements serves a crucial purpose within the system, enabling efficient track-
ing, management, and decision-making processes. The Donor Report ensures a transparent
overview of donor information and their contributions, while the Blood Inventory Report
provides real-time insights into the available blood supply. Additionally, the Blood Donation
Report and Blood Request Report facilitate the monitoring of blood donations and requests,
streamlining the coordination of life-saving resources. This reporting requirement model
constitutes an integral part of the proposed Blood Bank Management System, enhancing its

functionality and effectiveness in serving the needs of both donors and recipients as shown

in Figure 7.

FRECDG-01 Donor

report
FRECQOG6-02 Blood
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donation report
FREQO6-04 Blood

request report

Figure 7 Reporting Requirement Model.

Addressing performance requirements is of paramount importance to ensure the efficient
and reliable operation of the application. These performance requirements, outlined as
FREQO1, encompass several key aspects. FREQO1 01, which focuses on response time,

emphasizes the need for the system to respond swiftly to user requests, ensuring a seamless
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and user-friendly experience. Scalability, denoted as FREQO1 02, is another critical consid-
eration, highlighting the system's ability to handle increasing volumes of data and users with-

out compromising performance.

Furthermore, FREQO1 03, related to availability, underscores the necessity for the applica-
tion to be consistently accessible, particularly in critical situations where immediate access
to blood supply information is vital. Finally, FREQO1 04 emphasizes load balancing,
demonstrating the importance of evenly distributing workloads across the system's compo-

nents to prevent bottlenecks and maintain optimal performance.

These performance requirements collectively form the foundation upon which the Blood
Bank Management System will be designed and developed, ensuring that it not only meets
but exceeds the expectations of its users, ultimately contributing to more effective and effi-

cient blood bank operations as illustrated in Figure 8.

Response Time

MFREQO1-02
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MFRECH1-
Performance
MFRECQO1-03
\ Availability

‘ MFREQO1-04 Load

‘ MNFREQO1-01
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Figure 8 Performance Requirement Model
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Usability requirements play a pivotal role in ensuring the effectiveness and accessibility of
the application. These usability requirements are encapsulated under the overarching objec-
tive of "FREQO2 - Usability," encompassing three critical facets: "FREQO02 01 - Intuitive
User Interface," "FREQO02 02 - Multilingual Support," and "FREQO02 03 - Accessibility
Compliance." The first requirement, intuitive user interface, emphasizes the significance of
crafting an interface that is user-friendly and easy to navigate, thus enhancing the overall
user experience. Multilingual support, as specified in the second requirement, recognizes the
diverse linguistic needs of potential users, ensuring inclusivity and adaptability for a wider
audience. Lastly, the third requirement, accessibility compliance, underscores the im-
portance of adhering to accessibility standards, making the application usable by individuals
with disabilities. These usability requirements collectively contribute to the development of a
Blood Bank Management System that not only efficiently manages vital resources but also
embraces user-centric design principles, fostering its utility, and accessibility for a diverse

user base as illustrated in Figure 9.
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Figure 9 Usability Requirement Model
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The reliabilityrequirement model, encapsulated in the FREQO3 category, delves into crucial
facets that ensure the system's dependability and uninterrupted functionality. FREQO03 01
emphasizes high availability, ensuring that the application remains accessible and opera-
tional at all times, especially during critical moments when blood donations and requests are
paramount. FREQO3 02 addresses the vital aspect of backup and recovery mechanisms, en-
suring that in the event of unforeseen data loss or system failures, the system can swiftly
restore its functionality, safeguarding critical blood bank data. FREQO03 03 focuses on error
handling and logging, which play a pivotal role in tracking and resolving issues as they arise,
ensuring seamless and efficient system performance. These reliability requirements collec-
tively underscore the commitment to developing a Blood Bank Management System that
can be trusted to operate flawlessly, even in challenging scenarios, thereby facilitating the

noble cause of blood donation and distribution Figure 10.
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Figure 10 Reliability Requirement Model
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3.2 Use Case Model

The use case model for a blood bank administration system depicts the various actors and
their interactions and features as illustrated in Figure 11. Each actor in the system is author-
ized to do a limited set of actions to carry out their functions. Use cases offer a blueprint for
further system analysis, design, and implementation by detailing the system's functionality

from the perspectives of different actors.
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Figure 11 Use Case of Blood Bank Administration System
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There are 5 actors in the system: User, Blood Donation Manager, Blood Request Manager,
Blood Bag Manager, and Admin. The User actor simplifies the diagram because every actor
can login and logout (User is the generalization of each actor). The admin actor can create
new user to the system. Blood Bag Manager manages blood bags; may add, update, delete,
and search blood bags. Blood Request Manager manages requests and issuances of the blood

bags. Finally, Blood Donation Manager manages donors and donations of blood.
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3.2.1 Use cases specifications

In this section, the specifications for each use case identified in the design of the blood bank
management system are detailed. Each use case specification is presented in a structured
format, outlining the actors involved, the actions performed, and the system's responses.
These specifications serve to illustrate the functional requirements of the system, ensuring
clarity in the roles and interactions necessary for the system's operation. Tables are used to
concisely present these details, offering a clear and organized view of the functionalities
each actor can perform within the system. This structured approach aids in understanding

the system's capabilities and ensures comprehensive coverage of all intended functionalities.
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Table 1. UC1 Login use case specification.

Use Case ID:

UC1

Use Case Name:

Login

Actor:

User, Blood Donation Manager, Blood Request Manager, Ad-
min, Blood Bag Manager

Description:

This use case allows actors (User, Blood Donation Manager,
Blood Request Manager, Admin, Blood Bag Manager) to au-
thenticate themselves in the system to access their respective
functionalities and data.

Preconditions:

1. The actor must have an existing account with a username
and password.
2. The system is operational and accessible.

Postconditions:

1. If authentication is successful, the actor gains access to
their designated functionalities and information based on
their role.

2. If authentication fails, the system remains on the login
page, and the actor does not gain access.

Priority:

High - This use case is crucial as it controls access to the system
and ensures that only authorized users can perform operations.

Frequency of Use:

Very High - This use case will be executed by all actors each
time they wish to access the system.

Primary Scenario:

1. The actor enters their username and password.

2. The system validates the credentials.

3. Upon successful validation, the system directs the actor to
their respective dashboard based on their role.

Alternative Scenarios:

Incorrect credentials:

1. The actor enters an incorrect username or password.
2. The system displays an error message indicating incorrect
credentials.

Exceptions:

- System maintance
- Network issues

Includes:

None
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Table 2. UC2 Logout use case specification.

Use Case ID: | UC2
Use Case Name: | Logout
Actor: | User, Blood Donation Manager, Blood Request Manager, Ad-
min, Blood Bag Manager
Description: | This use case enables all system actors to securely log out from
the system, ensuring their session is properly closed and their
credentials are protected from unauthorized access.
Preconditions: | 1. The actor must be logged in to the system.
2. The system is operational and accessible.
Postconditions: | 1. The system is operational and accessible.
2. The session is terminated, and the actor is redirected to the
login page.
Priority: | High - This use caseis critical for maintaining security and data

integrity by ensuring that users can effectively log out when
they have finished their tasks.

Frequency of Use:

Very High - This use case will be executed by all actors each

time they finish their session in the system.

Primary Scenario:

1. The actor selects the logout option in the system interface.

2. The system ends the actor’s session.

3. The system redirects the actor to the login page,
confirming that they have been logged out.

Alternative Scenarios:

None

Exceptions: | - System maintance
- Network issues
Includes: | None
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Table 3. UC3 Add donor use case specification.

Use Case ID:

ucC3

Use Case Name:

Add donor

Actor: | Blood Donation Manager
Description: | This use case allows the Blood Donation Manager to register
new donors into the system. The process includes capturing es-
sential donor information such as personal details, health his-
tory, and blood type to ensure that donors are properly docu-
mented and managed within the system.
Preconditions: | 1. The actor must be logged into the system as a Blood Do-
nation Manager.
2. The system is operational and accessible.
Postconditions: | 1. The donor's information is recorded in the system.
Priority: | High - Proper registration of donors is crucial for maintaining

an up-to-date donor database and facilitating efficient blood do-
nation management.

Frequency of Use:

Moderate - The frequency of this use case depends on the rate

of donor recruitment activities.

Primary Scenario:

1. The Blood Donation Manager navigates to the "Donor"
section in the system and clicks on "Add Donor".

2. The system presents a form to enter donor details,
including name, age, contact number, blood type, last
donation date.

3. The Blood Donation Manager fills in the necessary
information and submits the form.

4. The system validates the provided information for
completeness and correctness.

5. Upon successful validation, the system records the donor's
information and generates a unique donor ID.

Alternative Scenarios:

- Incomplete form submission => Display warning
messages

Exceptions:

- System maintance
- Network issues

Includes:

None
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Table 4. UC4 Edit donor use case specification.

Use Case ID:

uc4

Use Case Name:

Edit donor

Actor:

Blood Donation Manager

Description:

This use case allows the Blood Donation Manager to modify
existing donor records in the system. It involves updating per-
sonal details, contact information, health history, and other rel-
evant data to ensure that the donor profiles are kept current and
accurate.

Preconditions:

1. The actor must be logged into the system as a Blood Do-
nation Manager.

2. The donor record to be edited must already exist in the
system.

3. The system is operational and accessible.

Postconditions:

1. The selected donor's information is updated in the system.

Priority:

High - Keeping donor information accurate and up to date is
essential for the integrity of the donor management process and
compliance with health regulations.

Frequency of Use:

Moderate - The frequency depends on the need for updates in

donor information, which may vary.

Primary Scenario:

1. The Blood Donation Manager navigates to the "Donor".
2. The system presents a table of which it contains all

donors, each donor has it is own actions (Modify, Delete).
3. The Blood Donation Manager modify a record and

submit.
4. The Donor inforamtion is updated.

Alternative Scenarios:

- Incomplete form submission => Display warning
messages

Exceptions:

- System maintance
- Network issues

Includes:

None
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Table 5. UCS5 Delete donor use case specification.

Use Case ID:

uCs

Use Case Name:

Delete donor

Actor: | Blood Donation Manager
Description: | This use case allows the Blood Donation Manager to delete ex-
isting donor records in the system.
Preconditions: | 1. The actor must be logged into the system as a Blood Do-
nation Manager.
2. The donor record to be deleted must already exist in the
system.
3. The system is operational and accessible.
Postconditions: | 1. The selected donor is deleted from the system‘s database.
Priority: | Medium - This use case is important for maintaining the accu-

racy and relevance of the donor database but is less frequent
than adding or editing donor records.

Frequency of Use:

Low - This use case is expected to be used infrequently, as the
deletion of donor records should be a controlled and rare

event.

Primary Scenario:

1. The Blood Donation Manager navigates to the "Donor"
section in the system and clicks on "Add Donor".

2. The system presents a table of which it contains all
donors, each donor has it is own actions (Modify, Delete).

3. The Blood Donation Manager delete a record.

4. The system prompts the Blood Donation Manager to
confirm the deletion to prevent accidental data loss.

5. Upon confirmation, the system permanently removes the
donor’s record.

Alternative Scenarios:

- Cancellation of deletion

Exceptions:

- System maintance
- Network issues

Includes:

None
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Table 6. UC6 Search donor use case specification.

Use Case ID:

ucCe

Use Case Name:

Search donor

Actor: | Blood Donation Manager
Description: | This use case allows the Blood Donation Manager to search for
specific donor by name.
Preconditions: | 1. The actor must be logged into the system as a Blood Do-
nation Manager.
2. The system contains donor records that can be searched
Postconditions: | 1. The system displays the search results based on the
criteria provided by the Blood Donation Manager.
2. If no records match the search criteria, the system informs
the Blood Donation Manager.
Priority: | High - This use case is essential for effective donor manage-

ment, allowing quick and easy access to donor records.

Frequency of Use:

High - Given the need to manage donor information regularly,
this use case will be used frequently by Blood Donation Man-

agers.

Primary Scenario:

1. The Blood Donation Manager accesses the donor search
function in the system, available in the donors page.

2. The system presents a search interface where the manager
can search by name.

3. The Blood Donation Manager inputs the desired search
name and submits the search request.

4. The system processes the search and retrieves records that
match the criteria.

5. The system displays the search results to the Blood
Donation Manager.

Alternative Scenarios:

- No result found.

Exceptions:

- System maintance
- Network issues

Includes:

None
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Table 7. UC7 Record donation use case specification.

Use Case ID:

ucC7

Use Case Name:

Record donation

Actor:

Blood Donation Manager

Description:

This use case involves the Blood Donation Manager recording
details of a blood donation event into the system. It covers cap-
turing information such as blood type, donor’s name, contact
number, and quantity.

Preconditions:

1. The actor must be logged into the system as a Blood Do-
nation Manager.
2. The donor's record is updated with the latest donation.

Postconditions:

1. The donation details are accurately recorded in the system.
2. If no records match the search criteria, the system informs
the Blood Donation Manager.

Priority:

High - Accurate and timely recording of donations is critical
for maintaining the integrity of the blood inventory and donor
records.

Frequency of Use:

High - This use case will be executed whenever a donation is

made, which could be daily depending on the size and activity

level of the blood bank.

Primary Scenario:

1. The Blood Donation Manager navigates to the blood list
page in the system.

2. The manager selects the option to add blood, prompting
the donation form to appear.

3. The Blood Donation Manager fills out the donation form
with details including blood type, donor’s name, contact
number, and qunatity.

4. The Blood Donation Manager submits the form.

5. The system validates the entered information for
completeness and correctness.

6. Upon successful validation, the system records the
donation in the donor’s profile and updates the blood
inventory.
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Alternative Scenarios:

Incomplete or Incorrect Information:

- If the information provided is incomplete or fails
validation checks, the system alerts the Blood Donation
Manager.

- The Blood Donation Manager is prompted to correct the
information and resubmit.

Exceptions:

- System maintance
- Network issues

Includes:

None
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Table 8. UC8 Schedule donation use case specification.

Use Case ID:

UC8

Use Case Name:

Schedule donation

Actor: | Blood Donation Manager
Description: | This use case allows the Blood Donation Manager to schedule
future blood donation appointments for donors. It involves in-
serting donor’s name, age, contact number, blood type, last do-
nation date and an additional message.
Preconditions: | 1. The actor must be logged into the system as a Blood Do-
nation Manager.
Postconditions: | 1. A donation appointment is successfully scheduled in the
system.
Priority: | High - Scheduling donations efficiently helps manage the blood

supply and ensures that donor appointments are planned ac-
cording to need and donor availability.

Frequency of Use:

High - Depending on the number of active donors and organi-
zational needs, this use case might be used multiple times

daily.

Primary Scenario:

1. The Blood Donation Manager accesses the “Schedule
Donation” function within the system.

2. The system displays a form to enter appointment details,
including the donor's ID, preferred date and time, and
location.

3. The Blood Donation Manager fills out the form based on
the donor's availability and the blood bank's scheduling
needs.

4. The Blood Donation Manager submit the form

5. Upon successful, the appoitment is successfully registered
in the system.

Alternative Scenarios:

- Unavailable Slot
- Donor Reschedules

Exceptions:

- System maintance
- Network issues

Includes:

None
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Table 9. UC9 Verify donor eligibility use case specification.

Use Case ID:

ucCo

Use Case Name:

Verify donor eligibility

Actor:

Blood Donation Manager

Description:

This use case involves the Blood Donation Manager manually
verifying the eligibility of potential donors based on prede-
fined health criteria and donation history before accepting a
donation. This manual process ensures that all donors meet
safety and health regulations, which is crucial for the safety of
both donors and recipients.

Preconditions:

1. The actor has access to the potential donor's detailed
health and donation history.

2. The potential donor has been identified and is ready to be
assessed for donation.

Postconditions:

1. The donor's eligibility for donation is confirmed or denied
based on medical and regulatory criteria..

2. Documentation is updated to reflect the verification
outcome

Priority:

High - Ensuring that only eligible donors participate in blood
donation is critical for maintaining the safety and quality of the
blood supply.

Frequency of Use:

High - This task is performed each time a new or returning
donor is considered for donation.

Primary Scenario:

1. The Blood Donation Manager receives information about
a potential donor who needs to be assessed for eligibility.

2. The manager accesses the donor's medical and donation
history records, which may be available in electronic or
physical format.

3. The Blood Donation Manager reviews the donor's records
focusing on critical factors such as age, weight, medical
conditions, medications, recent travel, and previous
donation intervals.

4. The manager compares the donor's information against the
established eligibility criteriato determine if the donor can
safely donate blood.

5. The outcome of the eligibility verification is documented
in the donor's profile, noting whether the donor is
approved or denied for donation.
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6. The Blood Donation Manager updates any necessary
systems or records to reflect the verification status.

Alternative Scenarios:

Additional Information Required:

1. If the available information is insufficient to verify eligi-
bility, the Blood Donation Manager contacts healthcare
providers or the donor for additional necessary data.

2. The verification remains pending until the required infor-
mation is provided

Exceptions:

- System maintance
- Network issues
- Documentation issues

Includes:

None
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Table 10. UC10 Add blood collection use case specification.

Use Case ID: | UC10
Use Case Name: | Add blood collection
Actor: | Blood Bag Manager
Description: | This use case allows the Blood Bag Manager to add details of
newly collected blood units into the system. It involves record-
ing information such as blood type, donor name, donor’s contact
number and the quantity to ensure proper tracking and manage-
ment of the blood inventory.
Preconditions: | 1. The actor must be logged into the system as a Blood Bag
Manager.
2. The blood collection must have been completed and all rel-
evant information is ready for entry.
Postconditions: | 1. The new blood unit's details are accurately recorded in the
system.
2. The blood inventory is updated to reflect the addition of
the new unit.
Priority: | High - Accurate and timely entry of blood unit information is

critical for managing the blood bank's inventory and ensuring
availability for patients in need.

Frequency of Use:

High - This use case is executed each time a new blood unit is

collected and needs to be added to the inventory.

Primary Scenario:

1. The Blood Bag Manager accesses the "Register Blood
Collection" function in the system (Blood list => Add
blood).

2. The system presents a form to enter details of the new
blood unit, including blood type, donor name, donor’s
contact number and the quan-tity.

3. The Blood Bag Manager fills out the form with the
necessary information and submits it.

4. The system validates the provided information for
completeness and correctness.

5. Upon successful validation, the system updates the blood
inventory and logs the new blood unit.

Alternative Scenarios:

- Incomplete form submission => Display warning messages




TBU in Zlin, Faculty of Applied Informatics

58

Exceptions:

- System maintance
- Network issues

Includes:

None
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Table 11.

UC11 Update blood collectionuse case specification.

Use Case ID:

UCl11

Use Case Name:

Update blood collection

Actor: | Blood Bag Manager
Description: | This use case allows the Blood Bag Manager to update existing
records of blood collections in the system. It involves modify-
ing details such as the blood type, donor name, contact number
and quantity of the collected blood.
Preconditions: | 1. The actor must be logged into the system as a Blood Bag
Manager.
2. The blood collectionrecord to be updated must already
exist in the system.
3. The system is operational and accessible.
Postconditions: | 1. The specified blood collection record is updated with the
new details.
2. The system reflects the changes accurately in the blood
inventory.
Priority: | High - Keeping blood collection records accurate and up to date

is essential for effective blood inventory management and en-
suring the quality and safety of the blood supply.

Frequency of Use:

Medium - This use case is used as needed, depending on the
frequency of changes or corrections to blood collection rec-

ords.

Primary Scenario:

1. The Blood Bag Manager navigates to the "Blood list".

2. The system presents a table of which it contains all blood
collections, each collection has it is own actions (Modify,
Delete).

3. The Blood Bag Manager modify a blood collection and
submit.

4. The blood collection inforamtion is updated.

Alternative Scenarios:

- Incomplete form submission => Display warning
messages

Exceptions:

- System maintance
- Network issues

Includes:

None
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Table 12. UC12 Delete blood collection use case specification.

Use Case ID:

UC12

Use Case Name:

Delete blood collection

Actor: | Blood Bag Manager
Description: | This use case allows the Blood Bag Manager to permanently
remove a blood collection record from the system.
Preconditions: | 1. The actor must be logged into the system as a Blood Bag
Manager.
2. The blood collection record to be deleted must already ex-
ist in the system.
3. The system is operational and accessible.
Postconditions: | 1. The selected blood collection is deleted from the system‘s
database.
Priority: | Medium - This use case is important for maintaining the accu-

racy and relevance of the blood inventory but is less frequent
than adding or editing blood collection records.

Frequency of Use:

Low - This use case is expected to be used infrequently, as the
deletion of blood collection records should be a controlled and

rare event.

Primary Scenario:

1. The Blood Bag Manager navigates to the "Blood list"
page.

2. The system presents a table of which it contains all blood
collections, each blood collection has it is own actions
(Modify, Delete).

3. The Blood Bag Manager delete a record.

4. The system prompts the Blood Bag Manager to confirm
the deletion to prevent accidental data loss.

5. Upon confirmation, the system permanently removes the
blood collection record.

Alternative Scenarios:

- Cancellation of deletion

Exceptions:

- System maintance
- Network issues

Includes:

None
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Table 13. UC13 Search blood collection use case specification.

Use Case ID:

UC13

Use Case Name:

Search blood collection

Actor: | Blood Bag Manager
Description: | This use case enables the Blood Bag Manager to search for rec-
ords of blood collections in the system using blood type. This
functionality facilitates efficient management and tracking of
the blood inventory.
Preconditions: | 1. The actor must be logged into the system as a Blood Bag
Manager.
2. The system contains blood collection records that can be
searched.
Postconditions: | 1. The system displays the search results based on the
criteria provided by the Blood Bag Manager.
2. Ifno records match the search criteria, the system informs
the Blood Bag Manager.
Priority: | High - Efficient searching of blood collection records is essen-

tial for managing the blood inventory and ensuring that blood
units are tracked and utilized effectively.

Frequency of Use:

High - This use case will likely be used frequently to manage
inventory and respond to requests for specific blood types or
volumes.

Primary Scenario:

1. The Blood Bag Manager accesses the blood collection
search function in the system, available in the donors
page.

2. The system presents a search interface where the manager
can search by blood type.

3. The Blood Bag Manager inputs the desired blood type and
submits the search request.

4. The system processes the search and retrieves records that
match the criteria.

5. The system displays the search results to the Blood
Donation Manager.

Alternative Scenarios:

- No result found.

Exceptions:

- System maintance
- Network issues

Includes:

None
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Table 14. UC14 Create blood request use case specification.

Use Case ID:

uUC14

Use Case Name:

Create blood request

Actor:

Blood Request Manager

Description:

This use case allows the Blood Request Manager to create a
new request for blood units within the system. It involves
specifying the receiver’s name, age, contact number, requested
blood type, last received date, and medical conditions. This
functionality is crucial for managing the distribution of blood
inventory to meet hospital or clinic needs.

Preconditions:

1. The actor must be logged into the system as a Blood Re-
quest Manager.

2. There must be sufficient understanding of the current blood
inventory levelsto ensure realistic requests.

Postconditions:

1. A new blood request is successfully created and recorded
in the system.

2. The request details are logged for inventory management
and future tracking..

Priority:

High - This use case is critical for ensuring that blood products
are available where and when they are needed, supporting ef-
fective patient care.

Frequency of Use:

High - Depending on the needs of the healthcare facilities
served, this use case may be used multiple times daily.

Primary Scenario:

1. The Blood Request Manager accesses the "Schedule blood
rwequest” page in the system.

2. The system presents a form to enter details of the new
request.

3. The Blood Request Manager fills out the form with the
necessary information and submits it.

4. The system validates the provided information for
completeness and correctness.

5. Upon successful validation, the system updates the list of
the blood requests.
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Alternative Scenarios:

Incomplete form submission => Display warning messages

Exceptions: | -  System maintance
- Network issues
Includes: | None
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Table 15. UC15 Verify recipient eligibility use case specification.

Use Case ID:

UC15

Use Case Name:

Verify Recipient Eligibility

Actor:

Blood Request Manager

Description:

This use case involves the Blood Request Manager manually
verifying the eligibility of a recipient to receive a blood trans-
fusion. This process includes checking medical history, exist-
ing conditions, and compatibility of the blood type, ensuring
that all safety and health regulations are met before approving
the transfusion.

Preconditions:

1. The actor must have access to the recipient's detailed medi-
cal records.

2. The recipient has been identified as a potential transfusion
recipient.

Postconditions:

1. The recipient's eligibility for blood transfusion is
confirmed or denied based on medical criteria.

2. Documentation is updated to reflect the verification
outcome.

Priority:

High - This manual verification is crucial for ensuring the
safety of blood transfusions and compliance with medical

standards.

Frequency of Use:

Moderate - This task is performed whenever a new recipient is

identified for a blood transfusion.

Primary Scenario:

1. The Blood Request Manager receives a request for a blood
transfusion for a recipient.

2. The manager accesses the recipient's medical records,
either electronically or in physical form.

3. The Blood Request Manager reviews the recipient's
medical history, focusing on factors like blood type
compatibility, allergies, past transfusions, and any potential
medical conditions that might affect transfusion safety.

4. The manager assesses all information to determine the
recipient's eligibility based on established health and safety
guidelines.
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5. The Blood Request Manager documents the outcome of the
eligibility verification, updating the recipient's records with
notes on the decision and any relevant observations.

Alternative Scenarios:

Additional information required:

1. If the information availableis insufficient to make a
determination, the Blood Request Manager contacts
healthcare providers or the recipient's doctor to gather
additional necessary data.

2. The verification process is paused until the required
information is received.

Exceptions:

- System maintance
- Network issues
- Documentation Issues

Includes:

None
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Table 16. UC16 Create new user use case specification.

Use Case ID:

UCl16

Use Case Name:

Create New User

Actor:

Admin

Description:

This use case enables the admin to create new user accounts in
the system. This includes setting up profiles for new employ-
ees or system users such as Blood Donation Managers, Blood
Request Managers, Blood Bag Managers, and other relevant
staff. The process involves assigning roles, setting permis-

sions, and providing login credentials.

Preconditions:

1. The actor must be logged into the system as an Admin.
2. The Admin has the necessary permissions to create user
accounts.

Postconditions:

1. A new user account is successfully created in the system.
2. The new user receives their login credentials (username
and password) and role-specific access.

Priority:

High - Efficient management of user accounts is crucial for
maintaining system security and ensuring that all personnel

have the appropriate access to perform their duties.

Frequency of Use:

Low to Moderate - Depending on hiring rates and changes

within the organization.

Primary Scenario:

1. The Admin accesses the “Create New User” function in the
system.

2. The system displays a form for entering new user details,
including name, role, department, and contact information.

3. The Admin fills out the form with all required information.

4. The Admin submits the form to create the new user
account.

5. The system validates the data to ensure it meets all criteria
for a new user.

6. Upon successful validation, the system creates the new
user account, assigns the specified role and permissions,
and generates login credentials.
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7. The system sends the login credentials to the new user via
a secure method.

8. The system displays a confirmation message to the Admin
about the successful creation of the new user account.

Alternative Scenarios: | Invalid data entered:

1. If the Admin enters invalid or incomplete information, the
system displays an error message.

2. The Admin is prompted to correct the details and resubmit
the form.

Exceptions: | - System maintance
- Network issues

Includes: | None
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3.3 Class Model

The class model is a representation of the classes' properties and methods as shown in Figure

12. The '-' symbol denotes non-public exposure, whereas the '+' sign denotes full transpar-

ency. Linking classes together based on their characteristics can establish associations. For

example, blood donation may be connected to donor.

‘ Admin

+ create_new user(): int

User

ID:int
password: string
role: string
username: string

login)
logout()

BloodBagManager

Donor

address: string
age:int
blood_type: int
ID:int

last_donation_date: date
name: string
phone_number: string

+ 4+ + o+

create_blood_bag(): void
delete_blood_bag(): void
search_blood_bag(): void

update_blood_bag(): void

BloodBag

+ add donor(): void
+ delete donerl): void
+ s=earch donerf): void
+ update donor(): void
+ view donor(): void
1
0.*
/
BloodDonation

‘ BloodDonationManager

+ create_donation(): void
+ wverify_donor(): void

created_by_donation_manager: int
donation_date: date

Donor:int

ID:int

record_donation()
Schedule_donation()
verify_donor_eligibility()

Blood type: int

created_by_blood_bag_manager: int

donor 1D: int
ID:int
status: string

+ + + +

add blood|()

delete bloodi)
search blood|()
update blood()

BloodType

ID: int
name: string

Rh_factor: boolear|

address: int
blood_type: int
date_of_birth: date
first_name: string
ID:int

last_name: string

i

BloodRequest

blood_bag: int

blood_type: int
created_by_blood_request_manager: int
ID:int

Patient: int

required_date: int

Create_request(): void
record_issuance(): int
verify_recipient_eligibility()

0.*

BloodRequestManager

+ create_request(): void
+ record_issuance(): void

+ verify_recipient(): void

Figure 12 Class Model of Blood Bank Administration System
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The proposed system is based on five main classes: Blood Donation, Donor, BloodBag,

BloodRequest, and User.

As described in the use case chapter, there are 4 types of users: BloodDonationManager,
BloodRequestManager, BloodBagManager, and Admin. The User class generalizes those

four classes.

The patient is a person who requests the blood bag. The patient is not a user in the system,
the Patient class exists just to store information about a blood recipient. The BloodType class
is a composite part of the Donor, BloodBag, BloodRequest, and Patient. It means that these
classes are not complete without the information about blood type. This condition is applied
because this system is focused on the blood and therefore, those classes cannot work without

this information.

In the diagram, we may see an association between BloodRequest and Patient: one patient
may have zero or more requests. Between BloodRequest and BloodBag, there is an associa-
tion one to one. It might happen that the patient needs more blood bags but in such a case,
the patient must have more requests to obtain more bags. Each BloodBag is associated to a
donor who can donate blood more than once and therefore, the donor may have many dona-

tions and many blood bags associated.
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3.4 Sequence Model

This section explores sequence diagrams, which are essential tools in software engineering
for visualizing interactions within systems over time. These diagrams illustrate the sequence
of events that occur as different components of a system, such as users and system function-
alities interactions. Each interaction is detailed, showing how processes unfold and the order

in which they occur.

For the blood bank management system, sequence diagrams will be provided for each of the
16 use cases. These diagrams will delineate the roles involved, such as the Blood Donation
Manager and Admin, and the parts of the system they interact with, like databases or servers.
Accompanying each diagram, a brief narrative will describe the sequence of events, enhanc-

ing understanding of each interaction’s purpose and mechanism.

Sequence diagrams are invaluable for visualizing the dynamic behavior of systems, aiding

in the identification and resolution of potential issues during the design phase.
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sd UC1-5Q-Login
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Figure 13. UC1 Login sequence diagram.
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sd UC2-50-Logout .~
; ¢

User —
: Blood bank
| Select logout mangement system
|
|

option() :

F_I_

End session()
[; ;

Redirect to login pagel)

. I

Figure 14. UC2 Logout sequence diagram.

sd UC3-5Q-Add donor /
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|
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|
Navigat to "Donor" section I
|
|

|
|
|
|
| and click 'add donor'()
|

T

|

|

|
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Figure 15. UC3 Add donor sequence diagram.
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sd UC4-5Q-Edit donor ~
% Database (Donor)
Blood donation manager

! Blood bank T
| |
| management system |
| |
| I
| |
|

| Navigat to "Donor” section() :

| -

L |
|

Retrive all donors' information() !
| -
Return donors' information()
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|
- Present table with donors and actions() |
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|
|
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|
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Figure 16. UC4 Edit

donor sequence diagram.




TBU in Zlin, Faculty of Applied Informatics

74

sd UC5-50-Delete domr/

*

Blood donation manager

Blood bank
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|

|

:

|
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Database (Donor)
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|
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Figure 17. UC5 Delete donor sequence diagram.
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sd UCE-50-5earch donor /
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Figure 18.UC6 Search donor sequence diagram.
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sd UC7-5Q-Record donation/

X
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|
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|
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|
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[
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Database (Donor)
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Update muentlnr\,n(] .
|
|
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Figure 19. UC7 Record donation sequence diagram.
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sd UCB-5Q-Schedule donation /

X
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-
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{ ________________________

e

Figure 20. UC8 Schedule donation sequence diagram.
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Figure 21. UC9 Verify donor eligibility sequence diagram.
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Figure 22. UC10 Add blood collection sequence diagram.
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Figure 23. UC11 Update blood collection sequence diagram.
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Figure 24. UC12 Delete blood collection sequence diagram.
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Figure 25. UC13 Search blood collection sequence diagram
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Figure 26. UC14 Create blood request sequence diagram
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Figure 27. UC15 Verify recipient eligibility sequence diagram.
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Figure 28. UC16 Create new user sequence diagram.
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4 VISUAL BLUEPRINT OF THE APP - HTML PROTOTYPE

When building a system, that it is sure it will contain an interactive user interface, it is im-
portant to create the blueprint of the user interface, such a process is not that hard, but it
plays a very crucial role when designing and building user interface, making sure that eve-

rything aligns together and fit together, such designs and prototypes are called wireframes.

custom WF1-Login

| _Tab2

[Tab1 -
O wwwk shon ecom [ |erBLaEE

I:l Home Blood list Donors  Schedule blood donatic List of donor request  Scheduleblood request  List of blood request Login l:l

Login

0

Create new account

II

Figure 29. Login page wireframe.
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custom WF2-Donors .~

Tab1 x| Tah2

@ wwwit sbon ecom

Donor list

Search by donor name

I:l Home Blood list  Donors

Schedule blood donatic

List of donor request  Schedule blood request

List of blood request

ColumnO Columnl Column2 Column3 Columnd Columns ColumnG Column?
Text Text Teext
Toxt Tt Tt
Row3 Tt Text Tt

Figure 30. Donor list wireframe.

custom WF3-Schedule blood donation /
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|:| Home  Blood list

Donors  Schedule blood donatic
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Blood donation

Submit
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Figure 31. Schedule blood donation wireframe.
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custom WF4-Blood list ~

l““a\:;
O wwwt sbonecom

Blood list

Search by donor name

Ij Home Blood list Donors  Schedule blood donatic

Figure 32. Blood list wireframe
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5 WEBSITE PRESENTATION

In the event of a medical emergency, our blood bank maintains a comprehensive blood list
to ensure that a variety of blood types are readily available for prompt medical interventions,
thereby allowing healthcare professionals to administer life-saving transfusions quickly and

efficiently to patients in need as demonstrated in Figure 33.

Home Donors Schedule Blood Donation List Of Donor Request Schedule Blood Request List Of Blood Request Login -3]

Blood List

Search By Blood Type Search

L__Jl

rUnique Blood ID Blood Type Donor Name Contact Number Quantity Actions
\

Figure 33 Blood list page.

Donors must be scheduled, thanked, and kept in good standing, all of which may be accom-
plished with the help of the donor list page as can be seen in Figure 34. It saves lives by

guaranteeing a steady supply of good blood for transfusions in emergencies.
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Home Blood List Schedule Blood Donation List Of Donor Request Schedule Blood Request List Of Blood Request

Login 3]
Donor List 2+ Add Donor
fUniqut Dener ID Donor Name Age Blood Type Contact Number Last Donation Date Actions ]
\ J

Figure 34 Donor’s list page.
The homepage of a blood bank management system is designed to be informative as repre-

sented in

Figure 35. It stresses the significance of blood donation, describes the services provided by

the blood bank, and urges site visitors to act in favor of this life-saving cause.
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Become a Hero, Donate Blood

Schedule Your Blood Donation

Figure 35 Home page of the
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Authorized users of a blood bank management system may access the system's capabilities

and data through the login section of the website as shown in Figure 36.

Login

Email Address

example@example.com

Password

password

Login

Create New Account

Figure 36 Login section of the website

Using the registration menu, new users may sign up for the system and establish an account

for themselves as shown in Figure 37.
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Sign Up

Full Name

John Wick

Email Address

example@example.com

Password

password

Figure 37 Sign up section of the website.

Donors may book their sessions in less time thanks to the scheduling feature included in the
blood bank administration system. It increases efficiency, decreases wait times, and helps
the blood bank better manage the flow of donors, guaranteeing a steady supply of blood for

those in need as observed in Figure 38.
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Home Blood List Donors List Of Donor Request Schedule Blood Request List Of Blood Request Login 3]

Blood Donation

Please fill out this form to request donating blood

Donor Name

Name

Age

Ex:18

Contact Number

T50XXXXKX

Blood Type

-- Select One -- v

Last Donation Date

mm/dd/yyyy

Message

Enter your message

\

Figure 38 Registering for blood donation section.

The blood bank management system accelerates the process of connecting donors, schedul-

ing appointments, and guaranteeing prompt blood supply to patients in need by including a

scheduling component for blood requests as shown in Figure 39. It increases productivity,

quickens responses, and aids in the blood bank's efficient management of the blood inven-

tory.
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Home Blood List Donors Schedule Blood Donation List Of Donor Request List Of Blood Request Login 3]

\

Blood Request

Please fill out this form to request blood

Receiver Name
Name
Age
Ex18
Contact Number
7S0XXXXXXX
Requested Blood Type
-- Select One -- b
Last Received Date
mm/dd/yyyy

Any Medical conditions

Please enter your medical condition

Figure 39 Registering for requesting blood section.
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6 IMPLEMENTATION OF A BLOOD BANK SYSTEM WEBSITE

The goal of this projectis to provide a web-based platform for an existing blood bank system.
The HTMLS, CSS3, and Bootstrap frameworks were used to create a mobile-friendly, aes-
thetically pleasing website. A responsive layout, a navigation bar, and other web components
willneed to be designed and implemented using HTML markup and CSS style for this pro-
ject to be successful. Bootstrap is used to make the site more responsive and ensure that the
design is consistent throughout. The goal of this project is to leverage these technologies to
build a blood bank management platform that is both user- and donor-friendly.

6.1 Sample of the HTML

The! DOCTYPE html> declaration says this is an HTMLS page. The html lang="en"> ele-
ment designates English as the document's language. The meta charset="UTF-8"> element
indicates that UTF-8 is to be used as the character encoding. To force Internet Explorer to
utilize the most up-to-date rendering engine, use the meta http-equiv="X-UA-Compatible"
content="I1E=edge"> tag. For responsive web design to work, the viewport attributes need
to be specified using the meta name="viewport" content="width=device-width, initial-
scale=1.0"> tag. By using the title>Blood Bank System/title> tag, we may specify that this
page's title will be "Blood Bank System." Using the link rel="icon" type="image/x-icon"
href="./assets/images/logo.png"> tag. The favicon, a small symbol visible in the tab or
bookmarked sites of a web browser, can be identified. The "/ogo.png"” image file may be
found inthe "./assets/images/" folder. External CSS files are referenced in the /ink> tags that
come after the favicon declaration. They use both a content delivery network (CDN) and
locally stored CSS files. Bootstrap, Bootstrap Icons, and customized styles for the site's nav-

igation and primary content are all included in these CSS files as can be seen in Figure 40.



TBU in Zlin, Faculty of Applied Informatics 97

<!DOCTYPE html>
<html lang="en">

<head>
<meta charset="UTF-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Blood Bank System</title>
<link rel="icon" type="image/x-icon" href="./assets/images/logo.png">
<link href="https://cdn.jsdelivr.net/npm/bootstrap@5.2.3/dist/css/bootstrap.min.css" rel="stylesheet"
integrity="sha384-rbsA2VBKQhggwzxH7pPCaAq046MgnOM8OzWIRWUHE1DGLWZIEK2Kadq2F9CUG65" crossorigin="anonymous">
<link rel="stylesheet" href="https://cdn.jsdelivr.net/npm/bootstrap-icons@l.10.2/font/bootstrap-icons.css">
<link rel="stylesheet" href=",/assets/css/navbar.css">
<link rel="stylesheet" href=",/assets/css/index.css">
</head>

Figure 40 Structure and Styling.

The HTML document's viewable content is located inside the body section, which is denoted
by the body> element. The nav> element specifies the location of the site's menu at the top
of the page. To have the navigation bar stay to the top of the page and expand on bigger
displays, use the class="navbar sticky-top navbar-expand-lg" property. Using the div
class="container"> tag, a container element may be generated around the navbar's contents.
The navigation bar's branding/logo portion is denoted by a class="navbar-brand"
href="./index.html"> element. The logo is shown in-side an image element, and an anchor
tag links to the "index.html" page. A mobile device's navigation bar's on/off switch is denoted
by the button class="navbar-toggler'"> tag. It's for making the menu bigger or smaller on
mobile devices. The div class="collapse navbar-collapse d-lg-flex the contents of the col-
lapsible navigation bar, including the navigation menu, are included in the div align="con-
tent-between align-items-center” id="navbarNav"> tag. The navigational elements are
shown in an unordered list denoted by the ul/ class="navbar-nav"> tag. There is one [i
class="nav-item"> tag for each menu item. Links in a menu are indicated by a class="nav-
link"> tags. 3The href property of a link indicates the target URL. The login link may be
found in the menu as the last a class="nav-link _login"> element. There's a graphical icon

and a descriptive label as observed in Figure 41.
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<body>
<nav class="navbar sticky-top navbar-expand-lg">
<div class="container">
<a class="navbar-brand" href="./index.html">
<img class="img-fluid w-100 h-100" src="./assets/images/logo.png" alt="logo">
</a>
<button class="navbar-toggler" type="button" data-bs-toggle="collapse" data-bs-target="#navbarNav"

aria-controls="navbarNav" aria-expanded="false" aria-label="Toggle navigation">
<span class="navbar-toggler-icon"></span>
</button>
<div class="collapse navbar-collapse d-1lg-flex justify-content-between align-items-center" id="navbarNav">
<ul class="navbar-nav">
<li class="nav-item">
<a class="nav-link active" aria-current="page" href="./index.html">Home</a>
</1i>
<li class="nav-item">
<a class="nav-link" href="./blood-list.html">Blood List</a>
</li>
<1i class="nav-item">
<a class="nav-1link" href="./donors.html">Donors</a>
</1i>
<1i class="nav-item">
<a class="nav-1link" href="./schedule-blood-donation.html">Schedule Blood Donation</a>
</1i>
<li class="nav-item">
<a class="nav-1link" href="./Listofdonorrequest.html">List Of Donor Request</a>
</1i>
<li class="pav-item">
<a class="nav-1link" href="./schedule-blood-request.html">Schedule Blood Request</a>
</1li>
<1li class="nav-item">
<a class="nav-link" href="./Listofbloodrequest.html">List Of Blood Request</a>
</1i>
</ul>
<a class="nav-link__login d-flex alignh-items-center gap-1 mb-2 mt-2 mb-1g-0 mt-1g-0" href="login.html">
<span id="nav-login-text">Login</span>
<img src="./assets/icons/login.svg" class="bi mt-1" width="24" height="24" />
</a>
</div>
</div>
</nav>

Figure 41 Navigation Bar Implementation

The primary content of a web page is denoted by the main class="main content"> element.
A section dealing with blood quantity or quality is denoted by the section class="blood-
section mt-5"> tag. It has a 5-point margin at the top. By using the div class="row d-flex">
element, a row may be created to separate the text into columns. On medium-sized screens,
the div class="image-container col-md-6 flex-grow-1 align-self-center> tag produces a
column with a width of 6 units. An illustration from the "blood" chapter is included. The
blood section picture is shown using the img src="./assets/images/blood-section.jpg"
alt="blood section" class="img-fluid"> tag. The image file "blood-section.jpg" from the
" /assets/images/" folder is referred to and a fluid responsiveness class is used. The second

div class="col-md-6">tag produces a column 6 units wide on screens of medium size. The

content of the blood section 1s enclosed in the div class="section-content"> element. To
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emphasize its importance, the heading "Discover a Lifesaving Range of Blood Types" has
been formatted using the h1> element. Paragraphs detailing the blood bank system, its wide
variety of blood types, its commitment to safety, and its devotion to giving patients with the
appropriate blood types may be found inside the following p> tags. A button titled "Discover
Bloods" is generated by the closing a class="btn btn-lg btn-primary mt-4" href="./blood-
list.html"> tag. The "blood-list.html" page is the target of the link as illustrated in Figure 42.
<main class="main-content">
<section class="blood-section mt-5">
<div class="row d-flex">
<div class="image-container col-md-6 flex-grow-1 align-self-center">
<img src="./assets/images/blood-section.jpg" alt="blood section" class="img-fluid">

<fdiv>
<div class="col-md-6">

«div class="section-content™>
<hl>Discover a Lifesaving Range of Blood Types</hl>
<p>At our blood bank system, we pride ourselves in providing a diverse and
comprehensive range of blood types to cater to the urgent needs of patients. /p>
<p>From emergency situations to critical surgeries</p»
<a class="btn btn-lg btn-primary mt-4" href="./blood-list.html">Discover Bloods</a>
</div>
¢/div>
</divy
</section>

Figure 42 Blood Bank System Overview.

To indicate a section about blood volume, use the section class="blood-section mt-5"> tag
with a margin-top of 5 units. To create columns of content, use the div class="row d-flex">
element to generate a row. On medium-sized screens, the div class="col-md-6"> tag gener-
ates a column that is 6 units wide. The content of the blood section is enclosed in the div
class="section-content"> element. "Become a Hero, Donate Blood" is the heading that is
shown in the h1> element. Paragraphs describing the significance of blood donation, the
dedication of the blood bank to providing a secure and hassle-free donation procedure, and
the benefits to donors are included below. Click the "See Our Donors" button generated by
the closing a class="btn btn-Ig btn-primary mt-4 mb-3" href="./donors.html"> tag. The "do-
nors.html" page is linked to. For a second column with a width of 6 units on medium-sized
screens, use the div class="image-container col-md-6 flex-grow-1 align-self-center' tag.
For example, to show a picture about blood donation, use the img src="./assets/images/do-

nate-section.jpg" alt="blood section" class="img-fluid"> tag. It uses a fluid responsiveness
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class and links to the "donate-section.jpg" image file in the "./assets/images/" folder as

shown in Figure 43.

¢section class="blood-section mt-5">
<div class="row d-flex">
<div class="image-container col-md-6 flex-grow-1 align-self-center">
<img src="./assets/images/blood-section.jpg" alt="blood section" class="img-fluid">
</div>
<div class="col-md-6">

<div class="section-content">
<h1>Discover a Lifesaving Range of Blood Types</hl>
<p>At our blood bank system, we pride ourselves in providing a diverse and comprehensive range of blood
types to cater to the urgent needs of patients. With the unwavering support of our dedicated team of
donors and stringent testing protocols, we ensure a safe and reliable supply of blood for life-saving
transfusions.</p>
<p>0ur inventory boasts an extensive selection of blood types, including A, B, AB, and O, ensuring that we
can effectively meet the demands of various medical scenarios. Furthermore, we offer both Rh-positive and
Rh-negative blood options, ensuring compatibility for patients with specific requirements.</p>
<p>From emergency situations to critical surgeries, our blood bank system is committed to playing a vital
role in healthcare by providing the right blood types to those in need. By leveraging advanced
technologies and adhering to the highest standards of quality control, we strive to make a difference in
the lives of patients and contribute to their well-being.</p>
<a class="btn btn-1g btn-primary mt-4" href="./blood-list.html">Discover Bloods</a>
</div>
</div>
</div>
</section>

Figure 43 Blood Donation Section.

The footer of the page is indicated by the footer class="footer p-3 pb-0"> element, which
includes padding and margin classes. By using the div class="container"> tag, a container
element is generated to hold the footer. Using the div class="row"> and div class="col-md-
4"> tags,we've separated the footer into two columns. The blood donation effort is described
in a paragraph and the logo is included in an anchor tag in the first column (co/-md-4). Two
additional columns, col-md-8 and col-md-4 are included inside the second main colunn. An
unordered list (u/ class="navbar-nav">) depicting Home, Blood List, Donors, Schedule
Blood Donation, and Schedule Blood Request may be found in the nesting column (col-md-8)
of the table. A login anchor tag and a row of Facebook, Instagram, and Twitter icons are
enclosed in anchor tags in the nested column (col-md-4). The social media icons are laid out

in a column using a flex-column class and a justified text style as can observed in Figure 44
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<footer class="footer p-3 pb-0">
<div class="container">
<div class="row">
<div class="col-md-4 d-flex flex-column align-items-center gap-4">
<div class="footer-img-container">
<a class="footer-brand” href="./index.html">
<img class="img-fluid w-10@ h-180" src="./assets/images/logo.png" alt="logo">
</a>
</fdiv>
<p class="text-white text footer-description">Transforming lives through blood donation. Find events, schedule
appointments, and save lives with ease. Your generosity ensures a steady supply of safe blood products. Join
us in making a lasting impact on communities. Together, let's create a brighter future. Be the lifeline that
brings hope and healing.</p>
</divy
<div class="col-md-8 my-5">

<div class="row">
<div class="col-md-8 d-flex justify-content-md-center">
<ul class="navbar-nav">
<li class="nav-item">
<a class="nav-link" aria-current="page" href="./index.html">Home</a>
</1i>
<1li class="nav-item">
<a class="nav-1link" href="./blood-1list.html">Blood List</a>
</1i>
<li class="nav-item">
<a class="nav-1link" href="./donors.html">Donors</a>
</1i>
<li class="nav-item">
<a class="nav-1link" href="./schedule-blood-donation.html">Schedule Blood Donation</a>
</1i>
<li class="nav-item">
<a class="nav-1link" href="./schedule-blood-request.html">Schedule Blood Request</a>
</1i>
</ul>
</div>

<div class="social-icons">
<div class="row justify-content-center d-flex flex-column gap-2 mt-3">
<div class="col-auto">
<a class="nav-link__login" href="#">
<img src="./assets/icons/facebook.svg" class="bi mt-1" width="48" height="40" />
</a>
</div>
<div class="col-auto">
<a class="nav-link__login" href="#">
<img src="./assets/icons/instagram.svg" class="bi mt-1" width="4@" height="40" />
</a>
</div>
<div class="col-auto">
<a class="nav-link__login" href="#">
<img src=",/assets/icons/twitter.svg" class="bi mt-1" width="40" height="40" />
</a>
</div>
</div>
</div>
</div>
</div>
</div>
</div>
</div>
</footer>

Figure 44 Website Footer Navigation and Social Icons.
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6.2 Sample of the CSS

Styles for various page components are included in the given CSS code. For the main content
section to fill the whole viewport, the .main-content' class must provide a minimum height.
The ".table-container' class makes a container element's borders and corners black and its
background white. Classes like ".zable’ and '.table tr' are used to do things like add padding
to table cells and change the color of table row borders, respectively. Border widths for form
controls and select elements are specified by the '.form-control' and '.form-select' classes.
When a form control or select element receives attention, it takes on the visual style set for
itin its focus style sheet. Background colors, border colors, and text colors may all be altered
for main buttons using the '.btn-primary’class, with extra styles provided for the hover, ac-
tive, and focus-visible states. The appearance and behavior of a web page's components are

heavily influenced by the CSS styles used to format them as shown in Figure 45
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.main-content {
min-height: 1@@vh;}
.table-container {
border:4px solid EMblack;
border-radius: 18px;
background-color: Owhite;}
.table {
padding-top: 4px;
padding-left: 4px;}
.table tr {
border-color: EMblack;}
.form-control, .form-select {
border-width: 2px; }
.form-control:focus{
border-color: var(--bs-navbar-active-color);
box-shadow: ©.5px ©.5px 2px var(--bs-navbar-active-color);}
.form-select:focus, .form-select:focus-visible {
border-color: EMblack;
box-shadow: ©.5px ©.5px 2px EMblack; }
.btn-primary {
background-color: var(--primary-text);
border-color: var(--primary-text);
color: var(--secondary-background); }
.btn-primary:hover {
background-color: EMblack;
border-color: EMblack; }
.btn-primary:active {
background-color: Mrgba(e, ©, @, ©.9) !important;
border-color: EMrgba(e, @, 0, 0.9) !important;
box-shadow: none; }
.btn-primary:focus-visible {
background-color: EMrgba(e, 0, 0, 0.9);
border-color: Mrgba(e, e, 0, ©.9);
box-shadow: © © © ©.25rem Ergba(e, 0, 0, 0.349); }

Figure 45 CSS Styling for Form and Table Elements.
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6.3 Sample of the JavaScript

In the Blood Bank System application, efficient user interaction is paramount for managing
donor-related activities effectively. To facilitate seamless interaction with the system's in-
terface, we've meticulously selected key elements for manipulation. Each selector targets
essential components within the application, enabling precise control and interaction with

donor data as observed in Figure 27..
Selectors for User Interaction:
e Table Body Selector (tableBody):

This selector identifies the table body element where donor data is displayed. It serves as the

canvas for rendering donor information in a structured format.
e Add Donor Button Selector (addDonorBtn):

Targeting the add donor button, this selector allows users to initiate the process of adding

new donors to the system. It acts as a catalyst for expanding the donor database seamlessly.
e Donor Form Selector (donorForm):

With this selector, we pinpoint the donor form element, where users input essential details
of new donors. It serves as the interface for capturing and submitting donor information

efficiently.
e Donor Modal Selector (donorModal):

Targeting the donor modal element, this selector facilitates user interaction within the modal

interface. It ensures a smooth experience when editing or adding donor information.
e Modal Title Selector (modalTitle):

This selector focuses on the modal title element, providing users with context and guidance
within the donor modal interface. It enhances clarity and usability during donor data manip-

ulation.
e Blood Type Select Selector (bloodTypeSelect):

Identifying the blood type select element, this selector enables users to specify the blood

type of donors conveniently. It streamlines the process of capturing vital donor information.

e Donor Name Input Selector (donorNamelnput):
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Targeting the donor name input element, this selector allows users to input the names of

donors accurately. It ensures precisionand consistency in donor data entry.
e Contact Number Input Selector (contactNumberInput):

With this selector, users can input contact numbers for donors seamlessly. It facilitates com-

munication and outreach efforts within the donor management process.
e Age Input Selector (agelnput):

Targeting the age input element, this selector enables users to input the ages of donors accu-

rately. It ensures data accuracy and consistency in donor profiles.
e Last Donation Date Input Selector (lastDonationDatelnput):

This selector focuses on the last donation date input element, allowing users to input the

dates of donors' last blood donations. It ensures up-to-date and relevant donor information.
e Search Form Selector (searchForm):

Identifying the search form element, this selector empowers users to search for specific do-

nors efficiently. It enhances accessibility and navigation within the application.

// SELECTORS

const tableBody = document.querySelector("#table-body");

const addDonorBtn = document.querySelector("#add-donor-btn");

const donorForm = document.querySelector("#donor-form");

const donorModal = document.querySelector("#donor-modal");

const modalTitle = document.querySelector(".modal-title");

const bloodTypeSelect = document.querySelector("#blood-type");

const donorNameInput = document.querySelector("#donor-name");

const contactNumberInput = document.querySelector("#contact-number");
const ageInput = document.querySelector("#age");

const lastDonationDateInput = document.querySelector("#last-donation-date");
const searchForm = document.querySelector("#search-form");

Figure 27 DOM Element Selectors.

To ensure seamless data management within the Blood Bank System application, we've im-
plemented a robust mechanism for handling donor data. Upon initialization, the system in-
telligently fetches donor data from the local storage. If no data is found, an empty array is
utilized, guaranteeing a smooth user experience regardless of the initial state as observed in

Figure 28.

Functions for Data Manipulation:
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e Format Date to YYYY-MM-DD:

This function ensures uniformity in date representation by formatting date objects to the

YYYY-MM-DD format. It optimizes data consistency and readability across the application.
e Save Donor Data to Local Storage:

To preserve user input and maintain data integrity, this function efficiently stores donor data
in the local storage. By serializing the data to JSON format, it ensures compatibility and

accessibility.

o Render Table Rows Based on Donor Data:

Leveraging the fetched donor data, this function dynamically generates table rows, present-
ing essential donor information in a structured format. Each row contains details such as
donor ID, name, age, blood type, contact number, and last donation date, facilitating com-

prehensive data visualization.
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// Fetch donor data from local storage or use an empty array if it doesn't exist
let donorData = JSON.parse(localStorage.getItem(“"donorData")) || [];

v // FUNCTIONS
// Formats a date object to YYYY-MM-DD format
» function formatDateToYYYYMMDD(date) {
const year = date.getFullYear();
const month = String(date.getMonth() + 1).padStart(2, "@");
const day = String(date.getDate()).padStart(2, "o");
return “${year}-${month}-%${day} ;
}
// Saves donor data to local storage
v function saveDonorDataToLocalStorage() {
localStorage.setItem("donorData”, JSON.stringify(donorData));
}
// Renders table rows based on donor data
» function renderTableRows() {
let tableRows = "";
» donorData.forEach((donor) => {
4 tableRows += ~
<tr id="row" data-row-number="${donor.id}">
<th scope="row">${donor.id}</th>
<td>${donor.donorName}</td>
<td>${donor.age}</td>
<td>${donor.bloodType}</td>
<td>${donor.contactNumber}</td>

<td>${new Date(donor.lastDonationDate).tolLocaleDateString("“en-US")}</td>
<td>
<div class="d-flex gap-1">
<button id="edit-donor-btn" data-donor-id="${donor.id}" type="button" class="btn btn-primary btn-sn
<button id="delete-donor-btn" data-donor-id="${donor.id}" type="button" class="btn btn-danger btn-s
</div>
</td>
</tr>
}s
tableBody.innerHTML = tableRows;

}

Figure 28 Donor Data Management Module.

The submission of donor form data is a pivotal aspect of the Blood Bank System's function-
ality, ensuring the seamless addition or modification of donor information. This function
orchestrates the process, validating user input and executing appropriate actions to maintain

data accuracy and integrity as observed in Figure 28..
e Submission of Donor Form Data:

Upon form submission, this function intercepts the default behavior, preventing the page
from reloading and allowing for dynamic data processing. It extracts relevant information
from the form fields, including blood type, donor name, contact number, age, and last dona-

tion date, facilitating comprehensive donor data capture.

e Data Validation and Management:
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Before proceeding with data manipulation, the function rigorously validates the input to en-
sure completeness and accuracy. If all required fields are filled and a valid last donation date
is provided, the function determines whether to add a new donor entry or update an existing

one based on the presence of a donor ID in the form.
e Updating or Adding Donor Information:

In case of an existing donor ID, the function identifies the corresponding donor entry within
the data array, updates the relevant fields with the new information, and triggers the storage
of updated data in the local storage. Conversely, if no donor ID is found, indicating a new
donor entry, the function appends the new donor information to the data array and saves it

to the local storage.
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// Submits donor form data
function submitDonor(e) {
e.preventDefault();
const formData = new FormData(e.target);
const bloodType = formData.get("blood-type");
const donorName = formData.get("donor-name");
const contactNumber = formData.get("contact-number™);
const age = formData.get("age");
const lastDonationDate = new Date(formData.get("last-donation-date"));

if (bloodType !== "" && donorName !== "" && contactNumber !== "" && age !== "" && lastDonationDate) {
// EDIT Donor IF ID EXISTS ON FORM
if (e.target.dataset.donorId) {
const donorIndex = donorData.findIndex((donor) => donor.id === parselnt(e.target.dataset.donorId));
if (donorIndex !== -1) {
donorData[donorIndex] = {
id: parseInt(e.target.dataset.donorId),
donorName,
age,
bloodType,
contactNumber,
lastDonationDate,
s
saveDonorDataTolLocalStorage();
renderTableRows();
}
} else {
// ADD Donor
const lastDonorId = donorData.length > @ ? donorData[donorData.length - 1].id : ©;
const newDonor = {
id: lastDonorld + 1,
donorName,
age)
bloodType,
contactNumber,
lastDonationDate,
s
donorData.push(newDonor);
saveDonorDataTolLocalStorage();
renderTableRows();

const modal = new bootstrap.Modal(donorModal);
modal.hide();
resetForm();

Figure 29 Figure 1: submitDonor() Function Overview.

Efficient management of donor entries and user interactions is critical to the functionality
and usability of the Blood Bank System application. The following functions play a pivotal
role in facilitating smooth user experiences, from deleting donor entries to filtering and ren-

dering table rows based on search input as illustrated in Figure 30..

e Deletion of Donor Entry:
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This function enables users to delete donor entries from the system with confidence. Upon
triggering the deletion action, users are prompted with a confirmation dialog to ensure the
accuracy of their decision. If confirmed, the function removes the specified donor entry from
the data array, updates the local storage with the modified data, and refreshes the table to

reflect the changes.
e Resetting the Donor Form:

To streamline the process of adding new donor entries or editing existing ones, this function
resets the donor form to its default state. It clears all form fields, resets the modal title to
"Add Donor," removes any existing donor ID attribute, and prepares the form for a fresh

entry.
e Performing Actions Based on User Interaction:

This function serves as the central hub for handling user interactions within the donor man-
agement interface. It dynamically responds to user actions such as editing or deleting donor
entries, ensuring a seamless and intuitive user experience. Whether editing donor infor-
mation or initiating deletion, this function executes the appropriate actions based on user

intent.
e Filtering and Rendering Table Rows:

In response to user input in the search field, this function filters donor entries based on the
provided search value. By converting the search input to lowercase and comparing it with
donor names, the function generates a filtered result set. Subsequently, it renders table rows

based on the filtered data, providing users with relevant and targeted information.
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// Deletes a donor entry
function deleteDonor(id) {
const isConfirmed = confirm("Are You Sure?");
if (isConfirmed) {
donorData = donorData.filter((donor) => donor.id !== id);
saveDonorDataTolLocalStorage();
renderTableRows();
}
}
// Resets the donor form
function resetForm() {
modalTitle.textContent = "Add Donor";
donorForm.removeAttribute("data-donor-id");

bloodTypeSelect.value = ;

donorNameInput.value =

contactNumberInput.value = H
H

ageInput.value =
lastDonationDateInput.value =

}

// Performs actions based on user interaction
function performActions(e) {

if (e.target.dataset.donorId !== undefined) {
if (e.target.id === "edit-donor-btn" || e.target.id === "edit-donor-icon") {
const donorId = parselnt(e.target.dataset.donorId);
const selectedDonor = donorData.find((donor) => donor.id === donorlId);

if (selectedDonor) {
modalTitle.textContent = "Edit Donor";
donorNameInput.value = selectedDonor.donorName;
ageInput.value = selectedDonor.age;
bloodTypeSelect.value = selectedDonor.bloodType;
contactNumberInput.value = selectedDonor.contactNumber;
lastDonationDateInput.value = formatDateToYYYYMMDD(selectedDonor.lastDonationDate);
donorForm. setAttribute("data-donor-id", donorlId);
}
} else {
deleteDonor(parselnt(e.target.dataset.donorld));
}
}
}

// Filters and renders table rows based on search input
function filterAndRenderTableRows(e) {
e.preventDefault();
const searchValue = document.getElementById("search").value.trim().toLowerCase();
if (searchValue === "") {
renderTableRows();
return;
}
const result = donorData.filter((donor) => donor.donorName.tolLowerCase().includes(searchValue));
renderTableRows(result);

Figure 30 Donor Management Functions Overview.
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Efficient execution and user interaction lie at the core of the Blood Bank System's function-
ality. Through meticulously designed event listeners and an initialization function, the sys-
tem ensures smooth operation and seamless user engagement as can be observed in Figure

31.
Execution and Event Listeners:
o Renders Initial Table Rows:

The system initiates by rendering the initial set of table rows, providing users with immediate
access to donor information upon loading the application. This proactive approach enhances

user experience and expedites data interaction.
e Event Listeners for User Interactions:

The system incorporates event listeners to capture user interactions effectively. By respond-
ing to actions such as adding a donor, submitting a donor form, searching for specific donors,
or performing actions on donor entries, the system facilitates intuitive user engagement and

data manipulation.
Initialization Function:
e Initialization Function:

Central to the system's functionality, the initialization function sets the stage for seamless
operation. By orchestrating the execution of essential tasks and ensuring the readiness of key

components, this function lays the groundwork for a responsive and user-centric experience.

// EXECUTION

// Renders initial table rows

renderTableRows();

// Event listeners for user interactions
addDonorBtn.addEventListener("click", resetForm);
donorForm.addEventListener("submit™, submitDonor);
searchForm.addEventListener("submit", filterAndRenderTableRows);
tableBody.addEventListener("click", performActions);

// Initialization function
initializePage();

Figure 31 Execution and User Interaction Workflow.
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7 USER GUIDE FOR APPLICATION FEATURES AND
FUNCTIONALITIES

Welcome to the User Guide for Application Features and Functionalities (Control User)
chapter of the Blood Bank System application! Here, we provide you with a comprehensive
guide to navigating through the various features and functionalities designed to empower

you in managing blood donation activities effectively.

The index.html serves as your gateway to a user-friendly interface meticulously crafted to
offer clear instructions and seamless access to essential actions within the Blood Bank Sys-
tem. From navigating different sections to scheduling blood donations or requesting blood,

every feature is tailored to enhance your experience.

Features and Functionalities:
1. Navigation Bar:

- Allows seamless access to different sections of the application and links to Home, Blood
List, Donors, Schedule Blood Donation, List of Donor Requests, Schedule Blood Request,

and List of Blood Requests also provides a "Login" button for user authentication.

2. Banner:

- Greets users with personalized messages and Displays the next donation date to person-

alize the experience.

3. Blood Section:

- Offers insights into the blood bank's services, show cases the variety of blood types avail-

able, Encourages exploration of available blood types with a call-to-action button.

4. Donation Section;
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- Motivates users to become blood donors. Emphasizes the significance of blood donation

in saving lives and offers a call-to-action button to explore existing donors.

5. Schedule Blood Donation Section:

- Guides users through scheduling their blood donation appointments, Stresses the im-
portance of scheduling for a streamlined donation process and encourages users to schedule

an appointment with a call-to-action button.

6. Blood Request Section:

- Simplifies the process of requesting blood, educates users about the blood request process

and its importance, provides a call-to-action button to request blood.

7. Footer:

- Reinforces the application's mission and purpose, offers quick links to essential pages
like Home, Blood List, Donors, Schedule Blood Donation, and Schedule Blood Request, and

includes social media icons for engagement and connectivity.

Common Tasks:
1. Navigating the Application:

- Users can effortlessly explore different sections using the navigation bar, links provide

direct access to pages like Blood List, Donors, and various scheduling options.

2. Discovering Blood Types:

- Users can learn about available blood types and their significance in the "Blood Section."

Moreover, exploration is facilitated through the "Discover Bloods" button.

3. Donating Blood:
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- Users interested in donating blood can find information in the "Donation Section."”

Moreover, they can explore existing donors by clicking the "See Our Donors" button.

4. Scheduling Blood Donation:

- Users willing to donate blood can schedule appointments via the "Schedule Blood Dona-

tion Section." and scheduling is encouraged through the "Schedule an Appointment" button.

5. Requesting Blood:

- Users in need of blood can request it through the "Blood Request Section." And they can
initiate requests by clicking the "Request Blood" button.

2. LOGIN.HTML

Experience a straightforward interface for user authentication or new account registration
with the login.html section. Whether you're logging in to access your account or creating a
new one, our navigation bar ensures easy access, while the login form prioritizes security

and ease of use.

Features and Functionalities:

1. Navigation Bar:

- Consistently present across the application for easy navigation and provides links to
Home, Blood List, Donors, Schedule Blood Donation, List of Donor Requests, Schedule
Blood Request, and List of Blood Requests, it also Includes a "Login" button with a login

icon for authentication.

2. Login Form:
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- Allows users to input their email address and password for authentication, email and
password fields include appropriate placeholders, email field uses type "email" for valida-

tion, password field masks input for security and requires both fields for form submission.

3. Buttons:

- Login Button: Submits the form for user authentication, redirecting to the homepage
(*./index.html") upon success, and it create New Account Button: Redirects users to the sig-

nup page (signup.html”) for account registration.

Common Tasks:

1. Logging In:

- Users input their credentials into the respective fields, after filling in, they click the
"Login" button to submit the form, upon successful authentication, users are redirected to

the homepage (‘index.html").

2. Creating a New Account:

- Users without an account can clickthe "Create New Account" button, this action redirects

them to the signup page (‘signup.html’) for registration.

User Interaction:

1. Input Validation:

- Email field ensures valid email format, and both fields (email and password) are required,

indicated by the "required" attribute.
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2. Error Handling:

- Implementation of error messages for incorrect credentials or server errors is recom-

mended for smoother user experience.
3. Responsive Design:

- Login form adapts to various screen sizes for usability across devices.

3. SIGNUP.HTML

Registering for a new account is made simple with the Signup.html section. Providing your
information to create a new account is a breeze, with placeholders guiding you through the

process. Responsive design ensures a seamless experience across devices.

Features and Functionalities:
1. Navigation Bar:

- Consistent navigation across the application, it links to Home, Blood List, Donors, Sched-
ule Blood Donation, and Schedule Blood Request and includes a "Login" button for access-

ing the login page.

2. Sign Up Form:

- Enables users to register for a new account by providing full name, email address, and
password, fields include placeholders for full name, email, and password, email field uses
type "email" for validation, password field masks input for security and it requires all fields

for form submission.

3. Buttons:

- Sign Up Button: Submits the form for user registration, redirecting to the homepage

(*/index.html").

- Login Button: Redirects users to the login page (‘login.html") if they have an account.
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Common Tasks:
1. Registering a New Account:

- Users input their information into the form fields, after filling in, they click the "Sign Up"

button to submit the form and create a new account.
2. Logging In:

- Users with an existing account can click the "Login" button and this action directs them

to the login page (‘login.html’) for authentication.

User Interaction:
1. Input Validation:

- Email field ensures valid email format and all fields (full name, email, and password) are

required.
2. Responsive Design:

- Sign-up form adjusts to various screen sizes for enhanced usability.

4. BLOOD-LIST.HTML

Manage blood donations effortlessly with the Blood-List.html section. From viewing a de-
tailed list of blood donations to adding new entries or searching for specific blood types, this

feature-rich interface empowers you to stay organized and informed.

Features and Functionalities:

1. Navigation Bar:

- Offers consistent navigation throughout the application and provides links to Home,
Blood List, Donors, Schedule Blood Donation, and Schedule Blood Request, it also includes

a "Login" button for user authentication.
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2. Blood List Display:

- Presents a comprehensive list of blood donations with details such as unique blood ID,
blood type, donor name, contact number, and quantity, and displays blood donations in a

tabular format for easy comprehension.

3. Add Blood Button:

- Allows users to add a new blood donation entry with ease, and clicking the button opens
a modal window for inputting details like blood type, donor name, contact number, and

quantity.

4. Search Functionality:

- Empowers users to search for specific blood types using the search input field, and after

entering a query, users can click the "Search" button to filter the blood list accordingly.

5. Modal for Adding Blood Donation:

- Facilitates the process of adding a new blood donation entry and offers fields for blood

type (dropdown), donor name, contact number, and quantity within a modal window.

Common Tasks:
1. Viewing Blood Donations:

- Users can easily browse through the list of blood donations, and the tabular format en-

sures clear presentation of donation details.

2. Adding a New Blood Donation:

- Users can initiate the addition of a new blood donation entry by clicking the "Add Blood"

button and completing the required details in the modal window.
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3. Searching for Blood Types:

- The search functionality enables users to quickly locate specific blood types within the
list.

User Interaction:
1. Input Validation:

- The modal form requires input for fields like blood type, donor name, contact number,
and quantity, and the blood type field offers a dropdown selection to ensure accurate input,

also the contact number field is validated as type "tel" for data integrity.

2. Responsive Design:

- The layout adapts seamlessly to various screen sizes, enhancing accessibility.

5. DONORS.HTML

Discover the power of efficient blood donor management with the Donors.html section.
From adding new donors to browsing through a detailed list or searching for specific indi-

viduals, this feature ensures streamlined interaction with blood donors.

Features and Functionalities:

1. Navigation Bar:

- Consistent navigation across the application, offering links to Home, Blood List, Donors
(active), Schedule Blood Donation, and Schedule Blood Request, it also includes a "Login"

button for authentication.

2. Donor List Display:

- Presents a detailed listof blood donors featuring unique donor ID, donor name, age, blood
type, contact number, and last donation date and organized in a tabular format for clarity and

ease of browsing.
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3. Add Donor Button:

- Enables users to add a new donor entry seamlessly and the clicking the button opens a
modal window for inputting donor details like name, age, contact number, blood type, and

last donation date.

4. Search Functionality:

- Empowers users to search for specific donors by name using the search input field, and

the "Search" button triggers filtering of the donor list based on the entered donor name.

5. Modal for Adding Donor:

- Simplifies the process of adding a new donor entry, and it provides fields for donor name,

age, contact number, blood type (dropdown), and last donation date within a modal window.

Common Tasks:

1. Viewing Donors:

- Users can effortlessly browse through the list of blood donors, viewing essential details,

the tabular layout enhances readability and comprehension.

2. Adding a New Donor:

- Users can initiate the addition of a new donor entry by clicking the "Add Donor" button

and completing the required details in the modal window.

3. Searching for Donors:

- The search functionality facilitates quick retrieval of specific donors by name, streamlin-

ing the user experience.
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User Interaction:

1. Input Validation:

- The modal form mandates input for fields such as donor name, age, contact number,
blood type, and last donation date, it also has numeric validation for age and contact number

ensures data accuracy and dropdown selection for blood type enhances precision.

2. Responsive Design:

- Ensures optimal usability across various devices and screen sizes, enhancing accessibil-

ity.

6. SCHEDULE-BLOOD-REQUEST.HTML

Initiate blood donation requests seamlessly with the Schedule-Blood-Request.html section.
Whether scheduling a donation or managing existing requests, this feature provides a user-

friendly interface for efficient blood donation management.

Features and Functionalities:

1. Navigation Bar:

- Consistent navigation throughout the application, offering links to Home, Blood List,
Donors, Schedule Blood Donation, List of Donor Requests, Schedule Blood Request (ac-
tive), and List of Blood Requests and it also includes a "Login" button for user authentica-

tion.

2. Schedule Blood Request Form:

- Enables users to submit requests for blood donations seamlessly, and form fields include
Receiver Name, Age, Contact Number, Requested Blood Type, Last Received Date, also
any Medical Conditions, and displays a toast notification upon successful submission, con-

firming the request.
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3. List of Blood Requests:

- Presents a comprehensive list of blood donation requests for reference and management,
also table columns feature Receiver Name, Age, Blood Type, Contact Number, Last Re-

ceived Date, Medical Conditions, and possibly Actions for request management.

Step-by-Step Instructions:

1. Scheduling Blood Request:

- Navigate to the "Schedule Blood Request" section, and fill out the form with the required
details, including Receiver Name, Age, Contact Number, Requested Blood Type, Last Re-
ceived Date, and Any Medical Conditions, then submit the form finally await the toast noti-

fication to confirm successful request submission.

2. Viewing List of Blood Requests:

- Access the "List Of Blood Requests" section, and explore the table displaying the list of
blood donation requests, then review details such as Receiver Name, Age, Blood Type, Con-
tact Number, Last Received Date, and Medical Conditions, finally utilize available actions

for managing each request, if applicable.

Common Tasks:

1. Requesting Blood Donation:

- Users can utilize the "Schedule Blood Request" form to submit blood donation requests

by providing relevant details.

2. Viewing List Of Blood Requests:
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- Users can refer to the "List of Blood Requests" section to view a consolidated list of

blood donation requests, facilitating efficient management and response.

3. Managing Blood Donation Requests:

- Admins or authorized users can perform actions on blood donation requests, such as ap-
proval, rejection, or updating details, based on application functionality and user permis-

sions.

7. SCHEDULE-BLOOD-DONATION.HTML

Simplify blood donation scheduling with the Schedule-Blood-Donation.html section. From
submitting donation requests to managing donor requests, this feature ensures a hassle-free

process for both donors and recipients.

Features and Functionalities:

1. Navigation Bar:

- Provides consistent navigation across the application, offering links to Home, Blood List,
Donors, Schedule Blood Donation (active), List of Donor Requests, Schedule Blood Re-

quest, and List of Blood Requests and it includes a "Login" button for user authentication.

2. Blood Donation Scheduling Form:

- Allows users to submit requests for blood donation effortlessly, form fields include Do-
nor Name, Age, Contact Number, Blood Type, Last Donation Date, and Message, and upon

submission, a toast notification confirms the successful request.

3. List of Donor Requests:
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- Displays a comprehensive list of donor requests for easy reference and management, also
table columns feature Donor Name, Age, Blood Type, Contact Number, Last Donation Date,

Message, and possibly Actions for request management.

4. Responsive Design:

- Ensures the application is accessible and user-friendly across various devices and screen

sizes.

Step-by-Step Instructions:

1. Schedule Blood Donation:

- Navigate to the "Schedule Blood Donation" section. It completes the form with the re-
quired details, including Donor Name, Age, Contact Number, Blood Type, Last Donation
Date, and Message, and then submit the form, finally wait the toast notification to confirm

successful request submission.
2. View List of Donor Requests:

- Access the "List of Donor Requests" section, and then review the table displaying the list
of donor requests, after that Examine details such as Donor Name, Age, Blood Type, Contact
Number, Last Donation Date, and Message and finally utilize available actions, if applicable,

to manage donor requests.
Common Tasks:
1. Scheduling Blood Donation:

- Users can utilize the "Schedule Blood Donation" form to submit blood donation requests

by providing relevant details.
2. Viewing List of Donor Requests:

- Users can refer to the "List of Donor Requests" section to view a consolidated list of

donor requests, facilitating efficient management and response.
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8 FUTURE ENHANCEMENTS AND IMPROVEMENTS

The system now, have most of the business requirements accomplished, however, there al-
ways can be improvements and enhancements for such a large system, from front-end to

back-end to user interface to even for the business requirements.

8.1 Front-end improvements

Currently the system utilizes pure JavaScript code, which is considered really fast and func-
tional, however when the application’s functionalities grow, the usage of modern web de-
velopment frameworks should be present, such as React]S, Vue]S or Angular]S, which will
make the development of business requirements and user interface much faster, thanks to
the already built libraries and packages provided by such frameworks and ecosystems. Also,
the possibilities of using CSS frameworks such as Tailwind CSS can be present, which will

make the lifecycle of designing and building the user interface much faster.

Adding a dark/light theme toggle to the system is a great feature to add, that provides nice

and interesting user experience.

8.2 Back-end improvements

The system currently utilizes JavaScript local storage API, to store the information in the
browser storage, such a way of development can provide fast read/write operations when in
development environment, however such feature or way of development can be limited, due
to the limited storage of the browser memory, when the applications grows, and in a real
production environment the usage of a relational database can be used such as MySQL or
MS SQL Server or any other relational database, and in order to deal with the database a
server-side programming language can be used to construct a useful API to interact safely

with the database, such as C# or Java or PHP.



TBU in Zlin, Faculty of Applied Informatics 127

8.3 Security improvements

When mentioning security, the focus on the roles and authorization, authentication processes
should be highlighted, security plays a critical role in any system, specifically in health or-
ganizations’ systems, because the information of the patients and the employees should be
protected and secured from outside access. The system currently does not have a guard for
unauthorized access, due to the ease of development and caring more about the core func-
tionality, however the business requirements were built in a way that it cares about these

features.

When talking about the protection of the system from outside access we are talking about
the authorization process, means we need to identify that the current user is authorized and
registered in the system to view/use the system. In the world of web development and system
development, there are several ways to implement such a feature, it can be done using ses-

sion-cookie authentication process, or using secret token that is provided by the back end.

Since the system has different roles, we care about the authentication of each user in the
system, meaning that each user/actor will have specific actions that he can do and specific
sections that he can view, as was discussed in the business requirements and modeling of the

system.

So, these functionality and authentication/authorization processes can be implemented in the

future when used or deployed in a production environment.
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CONCLUSION

In conclusion, a blood bank management system not only offers great value but is also nec-
essary for the efficient and risk-free administration of blood supplies. Because of this ad-
vancement in technology, data relating to patients, blood donors, and supply levels can now

be accessible and stored in a single, centralized system.

Content-rich, highly interactive, and aesthetically pleasing web apps can be built with the
help of JavaScript, HTML, CSS, and Bootstrap. They allow for a consistent user experience
across a broad variety of platforms and devices by virtue of their flexibility, scalability, and

browser compatibility.

This journey via research has not only increased my knowledge and capabilities as a re-
searcher, but it has also ingrained in me a greater interest. Resilience and intellect have both
been nurtured because of the challenges that were encountered throughout the course of the
study, and I am convinced that the lessons learnt will continue to affect my future aca-

demic endeavors.
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